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“Six out of ten internet users worry about cyber-
wars,” reported IT industry association Bitkom
inearly 2019. Itis possible that for many people,
the survey conjured up a danger that they had
never considered before. But still the story pro-
vides a number of points for reflection.

What exactly is a cyberwar, and what do we
mean by the term? Could it occur outside of
Hollywood sci-fi thrillers? In light of high-pro-
file attacks and the daily activities of criminals
and infiltrators in cyberspace, these questions
may seem provocative. According to the Ger-
man Federal Office for Information Security
(BSI), there were around 800 million types of
malware in circulation in 2018, 25 percent more
than in the previous year. But the editorial team
at “Ethics and Armed Forces” has nevertheless
decided to press the metaphorical reset button.

The introductory article looks at how the
threat situation has developed. Despite an in-
creasing tendency to wage inter-state conflicts
in cyberspace, using sometimes spectacular
DDoS attacks, disruptive software and “weap-
ons” like the famous Stuxnet worm, there is
still no consistent understanding of central
categories like war and peace in the cyber-
sphere. To contain the risk of escalation, dia-
log and agreement on key concepts seem all
the more important, taking cues from existing
disarmament processes and regimes.

Several authors then proceed to examine
whether and to what extent it is appropriate
to talk about a “war” in cyberspace. It soon
becomes clear that this is not an abstract
problem of definition. Attempts to pacify
the cyber domain via an international law
approach have evidently not been very suit-
able so far. So why has an escalation not
happened yet? Why should we nevertheless
concern ourselves with the real political risks
of its development?

This also raises the question of whether our
distinction between internal and external se-
curity is still applicable in a “contested space”
like cyberspace. How can or should the state
regulate the internet realm, to guarantee se-
curity? An internet activist and opposition
representative in the German Bundestag and
a department head from the German interior
ministry set out their respective positions.
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EDITORIAL

The increasing digitalization of communica-
tion and weapons technology, together with
the fear of cyber attacks - for example against
critical infrastructures - have led militaries all
over the world to prepare for operations in the
digital sphere. Germany has established the Cy-
ber and Information Domain command centre
(Kommando Cyber- und Informationsraum,
KdoCIR) for this purpose. Essays by high-rank-
ing representatives of the Bundeswehr and
NATO in this issue’s special feature reveal their
assessment of the threats, and what their re-
sponse strategies are.

As always, the editorial team would like to
thank everyone who played a part in producing
this edition of “Ethics and Armed Forces.” Given
the rich and varied discussion, we deliberately
avoided using the term “cyberwar” in the col-
lective title for this edition. We take the view
that you, our readers, have no need for such
emotive words to reflect on the many ethical
and security implications of waging digitalized
conflict.

Dr. Veronika Bock

Director of zebis
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MORE RESPON-
SIBILITY FOR
CYBERSPACE -
BUT HOW?

Abstract

Gotz Neuneck is a leading German expert on arms control policy.

He admits that the formulas and mechanisms of international

arms control are not directly transferable to militarization tendencies
in cyberspace. But he credibly shows that experiences from

the evolutionary process of arms control can provide inspiration

for confidence-building measures in cyberspace.

Ever greater interconnectedness is not the only factor behind
rising vulnerability and a growing threat to international secu-
rity. Various cybersecurity activities that are supposed to

address this phenomenon involve increasingly aggressive opera-
tional capabilities, and hold an enormous risk of escalation.

The term “cyberwar” is not sufficiently well defined, so every
international actor could understand it to mean something
different. Enormous uncertainty is the result, since states set dif-
ferent criteria in their military doctrines to determine whether
a cyber attack crosses the threshold of war. The United States,
for example, has previously referred to North Korean hacking
activities as “acts of war”. At the same time, according to Neun-
eck, it seems as though intensifying competition between states
is leading to an unstoppable militarization of cyberspace.

So is there any way to consolidate peace in cyberspace? There is no
shortage of initiatives — both national and international — trying
to achieve just that, and positive examples of a policy of détente in
cyberspace already exist. But ultimately, it is yet another case of
thinking about responsible action with the end goal in mind. What
we need is a concept of the very essence of cyber peace that everyone

can agree on, regardless of the notions of cyberwar.

4 ETHICSANDARMEDFORCES.COM

Author: Gotz Neuneck

Public and international debates about securi-
ty and peace in cyberspace and the potential
risks of catastrophic cyber conflicts have inten-
sified in recent years. The West has been espe-
cially keen to advocate an “open, secure, and
peaceful” cyberspace; yet states are preparing
for effective cyber defence and have long been
actively pursuing intelligence operations in
cyberspace. The risk of cyberattacks with fatal
consequences is rising because the modern
world is becoming increasingly networked and
computerized. This trend will accompany the
continued push for digitization. Key topics in-
clude the Internet of things (IoT) and advanced
manufacturing (think 3D printers), as well as
the debate around artificial intelligence.

Furthermore, increasingly aggressive forms
of cyber operation such as the hack back and
cyber offensives are being discussed, prepared,
and sometimes even carried out.! According to
the latest threat analysis by the USA, around
30 states possess offensive cyber capabilities,
enabling them to penetrate computersin other
states, steal sensitive information, manipulate
it, and disrupt automated processes. The USA
itself has been a major technological trendset-
terin this respect.

Organizations like NATO, the OSCE, and the
European Union have also elevated cybersecu-
rity to a new priority level. Confidence building
measures are being discussed, as are offensive
strategies, deterrence, and arms control pro-
posals.

The German Armed Forces have set up a mil-
itary branch for cyber defence with a total of
13,500 posts in its newly founded Kommando
Cyber- und Informationsraum (Cyber and Infor-
mation Space). On the one hand, its first task is
to operate domestically and in countries of de-
ployment as part of active defence so as to draw
togetherand strengthen the use, protection, and
operation of the German Amed Forces’ IT sys-
tems. On the other hand, it also aims to improve
and develop the capabilities for reconnaissance
and actions in the Cyber- und Informationsraum.

But what does this all mean in a world that
isincreasingly networked and shaped by digital
technologies? What global environment is this
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development taking place in, and what limiting
steps can be taken nationally, EU-wide, and
internationally? There are no simple answers,
given the rate of change in technology and se-
curity policy. The mere creation of institutions
like the Cyber-Abwehrzentrum (Cyber Defence
Centre) and a rapid response force by the Ger-
man Federal Office for Information Security
will not be answer enough. If soldiers are to
operate in cyberspace, then clear definitions,
standards, and rules of behaviour will have to
be created to uphold the obligations of inter-
national law and prevent a digital arms race.
States will also have to lay down appropriate
standards and principles to prevent the Inter-
net from becoming even more militarized. So
it is becoming increasingly urgent for foreign
and peace policymakers to find consistent
strategies as a precaution against threats, to
distribute resources meaningfully, and to cre-
ate sound defensive concepts. And at an inter-
national level, the EU and Germany will have to
position themselves more rigorously in the face
of stiffening competition between the USA, Chi-
na, and Russia.

Fundamentals of conflict
in cyberspace

The temporal and spatial limits of today’s war-
fare are blurring. The Internet itself knows no
territorial boundaries. Secret operations, hybrid
warfare, and propaganda war are common buzz
phrases in this context. The inter-agency Cyber
Security Strategy for Germany in 2016 pointedly
declares: “Internal and external security in cy-
berspace can no longer be clearly delimited.”
This insight is neither new nor especially expe-
dient. But it does pose new questions about the
responsibility, jurisdiction, and potential effi-
ciency measures of the agencies involved (Fed-
eral Ministries of the Interior and Defence and
Federal Foreign Office). None of this has an easy
answer because many factors in the “brave new
cyberworld” remain vague, from the assess-
ment of threats and matters of definition to the
effective, competent preparation of appropriate
and effective active and passive countermeas-
ures. And the international debate faces numer-
ous obstacles that cannot be circumvented.
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Cyberwar is a term often used but almost im-
possible to define clearly. There is not yet an in-
ternationally accepted definition. The current
spectrum of cyberattacks is broad and fluid.?
It ranges from DDoS attacks, data theft, recon-
naissance, espionage, and sabotage (Stuxnet),
all the way to potentially active warfare.

Military and intelligence services are over-
coming technical barriers and are already pen-
etrating the computer systems of other states.
Their motives are many: they may be psycho-
logical or to prepare for further acts of aggres-

The EU and Germany will have to
position themselves more rigorously in the
face of stiffening competition

between the USA, China, and Russia

sion (“preparing the battlefield”), but they may
also aim to weaken an opponent. Such attacks
can target not only military facilities, but also
industrial ones (oil production, energy supply,
financial systems), which means critical civil
infrastructure in the broadest sense. Players’
motives and capabilities can vary greatly. What
is key is that today’s software and hardware de-
velopment leaves many vulnerabilities open,
allowing security barriers to be overcome.
Cyberattacks may be part of a comprehen-
sive operation and may include military com-
ponents. Israel, for instance, bombed an in-
complete nuclear reactor in Syria after its air
defences (i.e. radar and defence missiles) had
been electronically disabled. Estonian govern-
ment, bank, and media websites were blocked
in 2007; a Russian youth organization loyal to
the Kremlin later declared its responsibility for
the attack. Russia probably coordinated cyber
operations along with conventional attacks
against Georgia in 2008. President Obama an-
nounced in 2016 that cyber operations were
being used in the offensive againstIS. There are
other examples. The Stuxnet worm, which was
used against Iranian centrifuges, demonstrates
the traits of a cyberweapon. It included a car-
rier with a “payload” whose modular structure
allowed it to be used against different targets.
The effects of such disruptive malware are hard
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to gauge. The NotPetya malware was used
against the Ukraine by a Russian hacker group,
but seems to have accidentally hit the shipping
company Maersk, which had to shut down op-
erations briefly. Other examples include the
ransomware WannaCry and Bad Rabbit. These
activities cause considerable economic and
psychological damage, but are not considered
direct acts of war.

Anincreasing number of cyberattacks are be-
ing used in today’s conflict configurations. Rus-
sian hackers probably succeeded in deactivat-
ing a high voltage facility near Kiev (Operation
Crash Override) in 2016. The 2014 attacks on
Sony Pictures were classed as “acts of war” on
the part of North Korea by the Obama admin-
istration, but there was no military response.
Typical backlash to date has included public
denouncement, sanctions, and the expulsion

Ultimately, each state alone will
decide for itself whether an act of
war has taken place

of diplomats, but no actual “kinetic” acts of
war. This also shows that ultimately, each state
alone will decide for itself whether an act of war
has taken place.

Progress would be made if the UN Security
Council were to develop a clear set of regula-
tions based on the principles of international
humanitarian law. Cyberspace has so far been
a domain of asymmetrical political warfare,
combined with the diplomacy of coercive
measures (such as sanctions and embargos).
There are also numerous secret Internet op-
erations that might escalate, but have not yet
reached a conventional war threshold. But that
could change. It should also be stated that cy-
berweapons can proliferate and be stolen by
other states (example: Eternal Blue).
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“Militarization of cyberspace”
through competition between
states?

The US government’s worldwide threat as-
sessment places cyberthreats on page one
of global dangers, citing Russia, China, North
Korea, terrorists, and criminals as players. The
US analysis goes on: “Many countries view cy-
ber capabilities as a viable tool for projecting
their influence and will continue developing
cyber capabilities.” Cyber operations against
the North Korean missile programme in sum-
mer 2017 underscored the USA’s aspiration
and willingness to take military action in cy-
berspace - even if their actions did not lead to
the desired result in that instance. So far there
has been no escalation and theimpact has also
been limited. But that need not always remain
the case. A future war combined with massive
cyberattacks is within the realm of possibility.

Strategic documents published by the
Trump administration have called the “strug-
gle for power between the USA, Russia, and
China” a paradigm for the 21st century, which
iswhy the USA’s cyber policy speaks a more ag-
gressive language than it did under Obama. It
has been bolstered by interviews with security
advisor John Bolton and the language of a vi-
sion statement issued by US Cyber Command
entitled “Achieve and Maintain Cyberspace Su-
periority.”® This calls for “persistent action” to
maintain the USA’s cyber superiority. Offensive
preventative action has thus been declared the
norm. This is reflected also against the back-
ground of reviving competition in the National
Defense Strategy (2018) and National Security
Strategy (2017). According to the US military’s
joint publication on Cyberspace Operations
dated June 8, 2018, offensive cyber opera-
tions aim to “project power in and through for-
eign cyberspace® In the new 2018 DoD Cyber
Strategy and Cyber Posture Review, one of the
central themes is “using cyberspace to amplify
military lethality and effectiveness.” " A study by
the Cato Institute concludes from this: “Cyber-
space became a domain for soldiers, not just
networks of spies.”

Russia uses the prefix “information” in-
stead of “cyber” and published a doctrine of

ETHICS AND ARMED FORCES 01/19



“Information Security” itself in 2016.° They
are especially concerned about other states
destabilizing them through information and
psychological influence. Furthermore, their
term “information sphere” places much more
emphasis on actual information disseminated
through the Internet. This means that bans cre-
ate the possibility of increased censorship in
the country. At the same time, Russia wishes to
setup its own, easily controllable version of the
Internet. Any new cyber doctrine responding to
the latest US doctrine is sure to contain more
aggressive elements, not least because Russia
is strongly suspected by the USA of intervening
in the 2016 US presidential elections by means
of cyber operations.

China also avoids the term “cyber” and
speaks instead of “information threats.” It has
been carrying out cyberespionage operations
for decades, especially against the USA.* One
element of this is the theft of secret military
information, another is the theft of business
information (patents and so on). At a meeting
between presidents Obama and Xi Jinping in
2015, they agreed on a kind of moratorium, and
Chinese attacks did indeed decline. This shows
that bilateral agreements can work. But they
are unlikely to be able to prevent future digital
armament, especially since various other states
are preparing themselves for defensive and of-
fensive operations in cyberspace.

Potential peace-consolidating
activities for cyberspace -
national and international

The international community has been dis-
cussing international campaigns, rules, and in-
struments to prevent a burgeoning digital arms
race and attenuate the gradual militarization of
the Internet, especially since the Stuxnet inci-
dents in 2010. This poses many new questions.
How can we be sure that cyber operations will
not lead to real escalation and even acts of war?
How can the various players - i.e. states, indus-
try, and civil society - work together to keep the
Internet “uniform, secure, and peaceful?” Given
the complexity, size, and laws of cyberspace, can
principles and rules be set up efficiently and ver-
ifiably to prevent catastrophic cyber activities?
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In contrast to conventional arms control acquis,
cyberspace is open to anybody, fast-growing,
technologically fast-transforming, and driven
primarily by private business interests. So the
inclusion of civil society, industry, and business
is essential to any future regulation.

In cyberspace, “The best defence is a good
defence”* The past ten years have seen consid-
erable efforts at various levels to establish and
implement shared international rules. The Tal-

The inclusion of civil society, in-
dustry, and business is essential to any
future regulation of cyberspace

linn Manuals (Vol. I and Vol. 1) set out rules un-
der international law in the NATO context that
address numerous legal questions about the
applicability of international law. At a national
level, governments are required to protect their
own digital structures and make them resilient
as part of their precautions against catastrophe
and war. This includes raising user awareness,
effective early warning systems, and vulnerabil-
ity analysis, “attribution scanning,” and more
resilient network structures. Arms export con-
trol also has to be involved, since that is the
only way to prevent dangerous malware falling
into the hands of hostile states.*

Furthermore, decision makers have to pos-
sess the technological expertise needed to
make the right judgements in the event of a
crisis. Because cybersecurity is an inter-agen-

Gotz Neuneck is a physicist and gained a PhD in
mathematics at the University of Hamburg to become a
Dr. rer. nat (doctor of natural sciences). He worked on
strategic issues, military technology, and arms control
with the Afheldt working group at the Max Planck
Society in Starnberg from 1984 to 1987. He is the deputy
director of the Institute for Peace Research and Security
Policy at the University of Hamburg (IFSH) and head of
the Arms Control and Emerging Technologies research

group. He chairs the Physics and Disarmament working

The Author

IS "}

group at the German Physical Society (DPG) and belongs to the council of the
Pugwash Conferences on Science and World Affairs.
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cy task in peacetime and war, there should be
more exchange of personnel between federal
authorities as well as coordinated training ac-
tivities which boost “inter-agency resilience.”
Thereisalso an urgent need for a greater under-
standing of new technological developments
like artificial intelligence. This will necessitate
close collaboration between authorities and
industry and academics. Standardized end-to-
end encryption for communication would be
one important step.

More protection and restraint in the event of
offensive action are an important prerequisite
in maintaining a freely accessible cyberspace.
Analyses show that these objectives are de-
pendent upon a state’s security policy. Increas-
ingly aggressive competition between the USA,
China, and Russia demands a clear position on
the part of the European Union. Medium-sized
powers like Australia, Germany, and Canada
need to develop appropriate cyber rules to
establish a “peaceful and stable cybersphere”
in the face of states like the USA, Russia, and
China. Internationally, important conclusions

The aim of maintaining an

“open, peaceful, freely accessible, stable,
and secure” cyberspaceisin

the interests of the world’s states

and concrete proposals for confidence build-
ing measures in cyberspace have been drawn
up in working groups at a UN level (UN Group
of Governmental Experts) and among regional
organizations like the OSCE and ASEAN. These
include, for example, mutual duties to inform in
the event of cyberattacks and when establishing
cyber doctrines, and a ban on attacking critical
infrastructure.® But so far, leading states have
lacked the will to pick up on these ideas, imple-
ment them credibly, or develop them further in
international discourse. Genuine transparency
with regard to offensive operative potential,
cyber doctrines, and the function of the institu-
tions involved would be a step in the right direc-
tion. This would require a shared understanding
of key terms like cyberattack and cyberweap-
on, as well as their harmful dimensions. These
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things, however, are only vaguely defined, and
are therefore open to all kinds of interpretation
and future use. States need to develop a shared
foundation. A joint glossary sponsored by the
UN would be a welcome first step.

The problem of attribution in cyberspace ap-
pears virtually insoluble, yet forensic standards
and facilities will have to be developed that
are capable of investigating cyber incidents.*
Things can be learned in this respect from the
transparency and verification rules of estab-
lished arms control (such as the International
Atomic Energy Agency, Organisation for the
Prohibition of Chemical Weapons, Compre-
hensive Nuclear-Test-Ban Treaty Organization).

Soldiers need to be trained so that they are
able to apply the principles of international
humanitarian law, even in cyberspace conflicts
(especially proportionality, the need to discrim-
inate, and military necessity). Joint exercises
between friendly states could help to gather
experience and surmount crises together.

Companies like Microsoft (“Digital Geneva
Convention”) and Siemens (“Charter of Trust”)

have drawn up certain proposals and princi-
ples aimed at positively guiding the behaviour
of companies and individual users towards a
“stable and peaceful” Internet. The non-profit
organization Access Now campaigns world-
wide for the protection of users’ digital rights,
and offers help whenever users are attacked
or spied on. The “Paris Call for Trust and Se-
curity in Cyberspace” initiated by President
Macron has found many supporters, and ad-
vocates adherence to fundamental principles
in this sphere.” This will certainly help to build
awareness and responsibility in important user
groups, but is hardly likely to reach difficult
state players in the intelligence services and
military organizations of some countries.

In the medium term, transparency and arms
control regulations will be needed if demon-
strable acts of war using disruptive cyber tools
become a possibility. It seems unlikely that
today’s arms control architecture could be
translated straight into a ban on cyberweap-
ons, since cyberspace is extremely difficult to
control, cyberweapons are intangible, and they
have different harmful outcomes.** And yet the
aim of maintaining an “open, peaceful, freely

ETHICS AND ARMED FORCES 01/19



accessible, stable, and secure” cyberspace is
in the interests of the world’s states. Much can
be learned from decades of development in
treaty-bound arms control regulations when
it comes to limiting dangerous attack vectors,
avoiding catastrophic harmful effects, and pre-
venting uncontrolled escalation.

Inthe longer term, there is also the question
of what we understand by the lasting cyber
peace which many players are repeatedly call-
ing for. Scott J. Shackelford writes about this:
“Cyber peace is not the absence of attacks
or exploitations, an idea that could be called
negative cyber peace. Rather, it is a network
of multilevel regimes working together to
promote global, just, and sustainable cyber-
security by clarifying norms for companies
and countries alike to help reduce the risk of
conflict, crime, and espionage in cyberspace
to levels comparable to other business and
national security risks.”¥" Interestingly, this
helpful definition lacks the term war. There is
still much work to do.

My thanks to Jantje Silomon, Oxford and Ham-
burg, for her in-depth comments and sources.
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“CYBERWAR:

PAST AND PRESENT
OF ACONTESTED TERM

Abstract

Philipp von Wussow takes a closer look at the shifting concept

of “cyberwar.” He identifies two extreme positions in the cur-

rent debate. Both bear little relationship to the actual technical
potential of cyber attacks, and have more in common with fears
from the Cold War era. On the one hand, some believe that
humanity is threatened by catastrophic cyberwar scenarios, or
even total annihilation (“cybergeddon’). For those in the oppo-
site camp, it is wrong to talk about “cyberwar,” since this only
encourages the military and intelligence services to take control of
the internet, and raises the risk of escalation.

At core, according to the author, the real issue is that that the
ubiquity of cyber crime and cyber espionage makes the “perma-
nent exceptional state becomes the new normal state.” Thus the
conventional dichotomy of war and peace no longer fits. Charac-
terized by struggles for hegemony and latent danger, this state

of uncertain state” could best be compared to a Hobbesian state of
nature — the war of all against all.

And yet, von Wussow continues, it is foreseeable that this anarchic
status quo (corresponding to the Hobbesian model) will be contained
by various processes, because in the long term this is in the interest
of the major players. But any “top-down” formation of norms, for
example via instruments of international law, seems less suited

to this purpose than the development of best practices that emerge
from the cyber world itself. Case law on liability issues and the es-
tablishment of industrial standards will also play a significant role.
In the author’s view, the sheer number of authorities involved in
these processes and the prevailing division of tasks between state
and private sector refutes the idea of a “militarization” of cyber-
space. Equally, given the potential threat posed by a possible cyber
attack, the military should not be denied all powers of cyber defense.
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Despite all the technological capabilities, a glob-
al, catastrophic cyberwar has not happened
yet and is not likely to happen in the foreseea-
ble future. Yet, at the same time, cyberwar is in
our midst, since internet-based attacks have
become virtually an everyday occurrence. How
do these two observations fit together, and how
does this paradoxical discovery impact on our
notions of war and peace? Finally, is “cyberwar”
really the appropriate term to use in this situ-
ation? And, furthermore, is the military really
suited to guaranteeing cyber security in the sit-
uation we find ourselves in?

To determine whether “cyberwar” is an accu-
rate term, it would seem advisable first of all to
review the history of the term and the respective
threat scenarios. This gives us a better under-
standing of the fragile strategic situation where,
despite the omnipresence of cyber attacks, there
is no realistic prospect of major cyberwars. What
is it that ensures cyberwar is largely limited to
everyday cyber attacks? In the current literature,
this limitation is being discussed with regard to
the emergence of norms - a broad term that can
encompass such different aspects as diplomacy,
strategic deterrence, ethical limitations and lia-
bility issues.

Two extreme positions

The term “cyberwar” was coined in 1993 by se-
curity experts John Arquilla and David Ronfeldt.
It described the “future of warfare” in the context
of an IT-driven transformation of military systems,
and the resulting reorganization of warfare.! Ar-
quilla and Ronfeldt were thinking mainly of terror
attacks by non-state actors, although they also
sought to describe the increasing integration of
cyber components into military defense systems.
The cyber terrorism scenario is typical of an initial
phase of awareness that extended into the early
2000s. It yielded to a second phase where the fo-
cus shifted mainly onto states. Public awareness
reached a peak in 2009/10, when the first state or
state-sponsored cyber attacks had demonstrated
the dangers and capabilities of the new technol-
ogy on a large scale for the first time. For a mo-
ment, in the collective imagination of Western
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populations, “cyberwars” appeared to be the next
great threat to mankind. This entailed a revival of
Cold War era fears of an impending nuclear anni-
hilation of mankind.

Even though the problem has changed in
many respects since then, plenty of ideas and
terms from the 1990s are still circulating in the de-
bate on cyberwars. But the fact that failed ideas
live on - such as the cyber terrorism scenario,
where ideologically motivated hackers cause a

Increasing digitalization has made these facilities
vulnerable to cyber attacks. Some fear that hack-
ers could open dams and cause a wave of flood-
ing; or they could make trains derail (preferably
goods trains carrying toxic chemicals); or take
control of self-driving cars and repurpose them as
weapons. By attacking power stations, they could
cause power outages in urban centers (or even
across whole countries). These attacks would

The ideological field broadly divides into two camps.
The most extreme elements set the tone in each

camp, while the many moderate voices are caught up
in the polemic against the extreme positions

real-world disaster from their PCs - is merely a
sign of a more fundamental strategic uncertain-
ty. The ideological field broadly divides into two
camps. The most extreme elements set the tone
in each camp, while the many moderate voices

are caught up in the polemic against the extreme
positions. According to these positions, either
there is a threat of major cyber catastrophes of
hitherto unimagined proportions, or the cyber-
war threat is just a pretext, and the real threat is a
militarization of the internet.

The prospect of global “cyberwars” has opened
up new threat scenarios that take the place of
earlier scenarios of nuclear annihilation. Accord-
ing to such descriptions, civilization threatens to
be wiped out by the destruction of critical infra-
structures. Cyberwars have therefore reactivated
latent fears of animpending nuclear war - the real
possibility that mankind will be annihilated - and
occupied the position left vacant in the collective
imagination. The corresponding keywords are
“cyber 9/117, “cyber Pearl Harbor”, “cyber arma-
geddon” (or “cybergeddon”), occasionally also
“cyber Holocaust.”

In this scenario, terror groups, hacker groups,
script kiddies and other states fight against West-
ern states. They do so primarily by crippling criti-
calinfrastructures on a large scale.

Critical infrastructures are everything that
keeps modern civilization running, particularly
energy and water supplies, transportation, health,
banking and agriculture. Usually these areas are
not under state control, but nevertheless they
are of vital interest to the state, and their poten-
tial loss represents a threat to sovereignty. Power
stations, hospitals and transport routes (including
ports and airports), but also communication net-
works, must be protected, for any destruction or
disruption of theseinfrastructures would paralyze
civilian life and potentially produce many victims.
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be accompanied by a temporary disruption of
communication networks. Perhaps the most ex-
treme - and still futuristic-sounding - idea is that
the “smart city” of the near future could be taken
over by hackers, making life hell on earth for its
inhabitants.

Despite the possibility in principle, so far no
such large-scale cyber attacks on critical infra-
structures have occurred. Known ransomware
attacks on hospitals (such as the attack on the
Lukas-Krankenhaus in Neuss and two other
hospitals in North Rhine-Westphalia in February
2016) and municipal authorities did not achieve
anything like the imagined extent of civilian dam-
age or level of strategic threat. Great dystopias
envisioning the destruction of critical infrastruc-
tures by hackers have remained the stuff of cy-
berwar folklore. The key point here is that such
large-scale attacks on critical infrastructures have
no strategic benefit for state actors, whereas non-
state actors - who could be tempted into such
a course of action even without a strategic rea-
son - are not capable of carrying them out. The
operational requirements have become too high,
and such attacks lack strategic value.? They would
only become strategically plausible in the context
of a greater war strategy, but this would also limit
their scope. Temporarily disabling infrastructures
in war - e.g. to cut off the enemy’s electricity sup-
ply —would probably rather result in a decreasein
physical destruction. Indeed this has been one of
the cyberwar scenarios from the beginning.

The media reaction to these catastrophic sce-
narios also tested many of the arguments that are
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still put forward today, in ever new combinations,
against the term “cyberwar.” Critics not only take
exception to sensationalist word combinations
like cyber 9/11, cyber armageddon, or cyber Pearl
Harbor, they also essentially dispute that such a
thing as cyberwar exists. They believe that the
term “cyberwar” is merely an ideological con-
struct, employed by states to gain new enemies
and new powers. China and Russia - the two
big state players in the fight against the Western
order - only commit cyber espionage or cyber
crime, they argue, but are not interested in a cy-
berwar. In 2012, the political scientist Thomas
Rid summed up this point of view by stating that
instead of a cyberwar, there were only different
versions of subversion, espionage and sabotage.?

One key figure in this debate was the journalist
Seymour Hersh. In an influential 2010 article, he
described “cyberwar” as a struggle between civil-
ian and military/intelligence use and control of the
internet, in which the military and state security
services would increasingly attempt to take over
the internet. According to Hersh, the great fears are

At core, the apodictic rejection of the
cyberwar concept serves to stating that cyber
attacks should not serve as a casus belli

due to a confusion between cyberwar and cyber
espionage. This only benefits the defense industry,
whereas it is demoralizing for data protectionists.
In his view, talk of cyberwar only creates a justifi-
cation for government agencies to spy on their
citizens. Instead, like many before and after him,
Hersh calls for a greater use of encryption technol-
ogies, including state-mandated encryption: “The
government would compel both corporations and
individuals to install the most up-to-date protec-
tion tools.™ Only the military and security services
would prevent such a solution, as it would limit
their ability to intercept signals.

U.S. cyber security expert Amit Yoran adopts a
confusing position. On the one hand, he asserts
“serious implications [...] in calling the cybersecu-
rity crisis a cyberwar. A warfare connotation or cy-
berwar label provides for a natural inclination to
place greater emphasis on the role of the military
and intelligence community.” On the other hand,
hetoo believes that: “Ultimately, it doesn’t matter
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how you define cyberwar or whether you believe
we are currently at a state of cyberwar or not.”
There is no need to point out that the two posi-
tions (“serious implications”/“it doesn’t matter”)
are completely incompatible. But the contradic-
tion reflects a widespread uncertainty about the
relationship between language and things. Yoran
regards the expression firstly as a “label” and thus
seems to suggest that the linguistic designation
alone could be capable of constituting an act of
war - as though war were brought into being only
in the act of naming, instead of the naming being
a response to a war-like situation. In the second
quotation, on the other hand, common sense re-
turns: what matters in reality is not so much the
precise term, but primarily the “action.” At last,
Yoran attempts to bring together the two con-
trasting aspects with an utterly trivial rhetorical
formula: “While definitions matter, the time for
action is now.”

At core, the apodictic rejection of the cyber-
war concept serves to stating that cyber attacks
should not serve as a casus belli. There are fears
that the United States (or other Western coun-
tries) could use a cyber attack as justification for
entering into a “real” war. It is highly characteris-
tic of the quality of this debate that the mere fear
appears to prohibit from the outset any in-depth
investigation of the question of whether cyberwar
exists, and what form possible cyberwars of the
future could take. Yet the concern is far less jus-
tified than it first appears. Western military doc-
trines certainly allow for a response to a cyber at-
tack using conventional military means. But this
forms part of the strategic deterrent, particularly
against states that are barely vulnerable to cyber
counter-attacks. (The North Korean internet com-
prises just 28 websites.) Yet no state would go to
war over espionage or ransomware attacks.

War and peace

At this point, it is useful to make a few conceptual
distinctions. Typically, the term “cyberwar” is used
to describe three very different things:

1. According to one concept, it is a war between
two sovereign states, conducted mainly using cy-
ber means, i.e. it is largely non-kinetic. In contrast
to cyber crime and cyber espionage, cyberwar in
this sense has not happened to date, nor is there
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any sign that it will happen in the near future. One
commonly accepted exception is Stuxnet, the pre-
sumed American-Israeli attack on nuclear facilities
in Natanz (Iran). It is disputed, however, whether
this attack can reasonably be called an act of war.

2. The term cyberwar is also used when limited
cyber attacks are carried out in preparation for a
so-called kinetic war. Cyber technology is now
deeply integrated into many weapons systems.
Wars of the future will therefore to a large extent
also contain cyber elements. But it seems that
such anintegration of cyber elements into war will
ultimately make the notion of cyberwar obsolete.
In the meantime, this application of cyber tech-
nology has tended to reduce kinetic destruction
and hence to contain war - a factor that formed
part of cyberwar scenarios from the beginning
and remains a decisive argument against the
great cyber dystopias.”

3. Another view sees the omnipresence of cy-
ber crime and cyber espionage (which can devel-
op into a full-scale war at any time, but is not ac-
tually developing into such a war) as a new kind
of war, in which the permanent state of exception
becomes the new normal state. This is not warin
the sense codified in international law, but rath-
er a kind of pre-legal state of war akin to Hobbes’
state of nature, the fight of all against all.® It is par-
ticularly in this sense that cyberwar challenges
our notions of war and peace.

This cyber natural state forms a gray area be-
tween cyber crime, cyber espionage and cyber-
war in the narrower sense. For now, we will have
to live with the lack of conceptual clarity, and ac-
cept that “cyberwar” can refer both to something
different than cyber crime and cyber espionage,
and to the sum of all three. Broadly speaking, cy-
ber crime forms the technological avant garde,
while cyber espionage is the area where states
and state-sponsored organizations are develop-
ing their cyber capacities. Cyber attacks in the
narrow sense are characterized in that they bring
the capacities of cyber crime and cyber espio-
nage to a new level of precision and effective-
ness. Such attacks are exceptionally rare (Stux-
net is perhaps the only example that meets all
criteria), extremely expensive to prepare, limited
in their scope, and unreproducible. At the same
time, they are possible in principle and constitute
an ongoing strategic threat.
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In the vast majority of cases, cyberwar takes
place in that gray area between cyber crime and
cyber espionage. To a large extent, this appears
to be the new kind of war in the 21st century. The
real point here is that it then becomes almost im-
possible to distinguish between war and peace.
George Lucas describes this kind of war as “ongo-
ing, unrestricted warfare — warfare without rules,

One view sees the omnipresence of

cyber crime and cyber espionage as a new kind
of war, in which the permanent state

of exception becomes the new normal state

‘war of all against all’ [...]. The danger is that such
warfare not only blurs the lines between war and
‘mere’ criminal activities, but that such a state of
war also becomes increasingly difficult to distin-
guish from peace.”

If it is true that this kind of cyberwar is the new
kind of war in the 21st century, then the defini-
tion of cyberwar moves away from its depend-
ence on Clausewitz’s concept of war: “War is [...]
an act of force to compel the enemy to do our
will”® In the cyberwar debate, this concept is
preferred particularly by those who base their ar-
guments on the “just war” and the criteria of the
casus belli. What is actually new about cyberwar,
however, is the general uncertainty as to whether
and to what extent it is a war at all - the uncer-
tain state between war and peace. The strategic
threat posed by cyberwars creates a permanent
state of war in peacetime.

Accordingly, we should not so much follow
Clausewitz, and instead return to Hobbes and
the idea of a war of all against all, a state in which
man, “in the care of future time, hath his heart all
day long, gnawed on by feare of death, poverty,
or other calamity; and has no repose, no pause
of his anxiety, but in sleep.”! This state, which for
Hobbes was characterized by the absence of a
strong king, has its modern-day equivalent in the
absence of a unipolar world power, and struggles
for hegemony in a multipolar world. Cyberwar is
the means of choice for aspiring great powers. It
is a way to challenge the still strong United States
within this system of coordinates, and gain tech-
nological, informational, economic or ideological
advantages.
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Norms for cyber warfare

For Hobbes, the idea of the war of all against all
was supposed to motivate the renunciation of
the natural state and the establishment of civili-
zation. There are many indications that the 21st
century is facing a similar process with regard to
the cyberwar of all against all. But how can this
cyber natural state be contained? Is it a matter for
international law, in which the classical norms
of (analog) war can be applied to cyberspace?

TheU.S. and China
stand to gain little, but lose
alot, in a cyberwar

The original enthusiasm for international law, as
was still apparent in the so-called Tallinn Manu-
al (2013/17), is increasingly giving way to a more
complexunderstanding of the processes in which
norms for cyberwar are only just forming.

Individual potential “strong” norms - such as
restricting attacks to narrow military targets, ban-
ning cyberfirststrikes, or the obligation to prevent
non-state attacks from within one’s own territory
- have not yet found much acceptance, especially
among the big players. But these big players also
have little interest in a major cyberwar. In part,
and paradoxically, this is rooted in the principle of
mutually assured destruction, comparable to the
prospect of mutual nuclear annihilation during
the Cold War. In particular, deterrence explains
why there has been no cyberwar to date between
the U.S. and China - two of the three biggest play-
ers — and why any such cyberwar has little strate-
gic value. China could at any time cross the line
from cyber espionageto cyber warfare against the
United States, or at least that is what a number of
major hacks suggest. And the United States, for its
part, could attack China, especially where it could
exploit security vulnerabilities created by Chinese
product piracy. Both stand to gain little, but lose a
lot, in a cyberwar.

Hence there is a common interest in not allow-
ing a major cyberwar to happen despite all the
various different goals. It would seem that this
interest has also driven the recent rise of cyber di-
plomacy. Looking at the relevant initiatives, espe-
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cially by the European Union, for the time being
the main concern is with dialog and confidence
building between the cyber powers. Ideally, dip-
lomatic dialog leads to agreements below the
threshold of law, which then acquire the force of
law over time.

Moreover, norms for cyberwar are also formed
in interaction with the private sector, for example
in the fast-growing market for cyber insurance. In
the near future, landmark court decisions on lia-
bility issues will give a new impetus to the emer-
gence of norms. The scope will extend consider-
ably beyond the topic of self-driving cars, which
has achieved such high media visibility. For the
time being, then, law will primarily emerge from
court rulings on liability issues associated with
damage caused by cyber attacks. For example,
the insurance issues around Not Petya - a sus-
pected Russian cyber attack against the Ukraine,
in which a ransomware attack (Petya) was used
as cover - revolve around the question of wheth-
er this was an attack by the Russian state, and
therefore an act of war. The Mondelez group filed
a complaint against the Zurich Insurance Group,
which had refused to pay out on the basis of a war
exclusion clause. Now the issue will be decided
by an American court. This case is highly signifi-
cantforthe emergence of norms for cyber warfare
and will undoubtedly also have an impact on the
formation of norms for cyber attacks between
states. But the way to deal with threats will also
greatly change due to the establishment of good
practices and industry standards. Cyber ethics
should primarily reflect on and critically engage in
these processes, instead of seeking to provide cy-
ber practice with a normative concept that plays
no role in the actual norming processes.

The multipolar world
of cyber security

If we look at such examples of norming process-
es and the authorities involved in them, then it
also becomes apparent that the feared “milita-
rization” of cyberspace has not taken place. The
military is one of many players in the national
cyber defense field, but it has not brought cyber-
space “under control”. Particularly in Germany,
with its federal structures, the German armed
forces (Bundeswehr) sharetheirtasks with a State
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Office of Criminal Investigation (Landeskriminal-
amt) in each of the Lander, the German Federal
Intelligence Service (Bundesnachrichtendienst,
BND), the German Federal Office for Informa-
tion Security (Bundesamt fiir Sicherheit in der
Informationstechnik, BSI) and various ministries.
Internationally, national cyber defense is inte-
grated into NATO and the EU. Moreover, limited
but highly effective alliances emerge time and
again, including Five Eyes (Australia, Canada,
New Zealand, United Kingdom, United States)
together with their various extensions, some of
which include Germany (Eight Eyes, Nine Eyes,
Fourteen Eyes). At the same time, the business
sector, private IT security firms and cyber insur-
ance companies have anincreasingly large stake
in cyber security.

In this multipolar world of competences and
responsibilities, the military component is an
important element. It will be most significant
if an attack is of a military nature - meaning
not only the objectives, but also the type of at-
tack, i.e. the degree of complexity and strategic
depth. In the realms of everyday cyber crime,
state bodies perform defense tasks only to a
limited extent. They largely play a coordinating
role, and may also exert an influence on the cy-
ber security of businesses, infrastructures and
private users by formulating minimum technical
standards - for example in the context of public
contracting - or setting legal frameworks.

Thus we should not place too high expecta-
tions on military cyber defense. In the normal
case the military’s actual cyber defense tasks are
inan area thatcannot be served by other players.
In the case of emergency, since the armed forces
have greater capabilities and powers, they can
adopt a stronger coordinating role. Discussions
about the necessary capacities and powers of
the Bundeswehr cyber command have largely
focused on the question of whether, in the event
of an attack, it can remain true to its defensive
mandate, or whether it may also be allowed to
“hack back’, e.g. to switch off an attacker’s serv-
er. It could also disconnect parts of Germany’s
infrastructure, to temporarily prevent access by
military attackers. While blanket military control
of the internet would hardly be desirable, there
is little reason to forego the relative protection of
military cyber commands.
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PROSPECTS
FOR PEACE IN THE
CYBER DOMAIN

Abstract

In his philosophical essay, George R. Lucas examines a funda-
mental ethical dilemma in Hobbes’s original, otherwise strictly
amoral account of the State of Nature: How should man bring
about what appears to be a morally required transition to a
more stable political arrangement, comprising a rule of law
under which the interests of the various inhabitants in life,
property and security would be more readily guaranteed? Hob-
bes described opposition to this morally requisite transition as
arising from “universal diffidence,” the mutual mistrust between
individuals, coupled with the misguided belief of each in his or
her own superiority. His, the author argues, is thus a perfect
moral framework from which to analyze prospects for attaining
peace in the cyber domain.

With his framework in place, it can be quickly noted that the
chief moral questions pertain to whether one may already dis-
cern a gradual voluntary recognition and acceptance of general
norms of responsible individual and state behavior within the
cyber domain, arising from experience and consequent enlight-
ened self-interest, or whether the interests of the responsible
majority must eventually compel some sort of transition from
the state of nature by forcibly overriding the wishes of presum-
ably irresponsible or malevolent outliers in the interests of the
general welfare. Lucas leaves no doubt that we should approach
the norm-building process descriptively, and put up with the
relative legal freedom of cyberspace, rather than deciding on the

morally unacceptable second solution.
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Crying “Peace! Peace!”
when there is no peace in
the cyber domain

When we are not engrossed by (for example)
the latest technologies available through the
Internet of Things, it seems that our reflections
concerning the cyber realm turn instead to the
endless conflicts and prospects for “virtual war”
in that domain. But what of the prospects for
peace? To what extent is peace, rather than war,
a desirable state in this domain? Even more to
the point: how willing are the various agents
who populate this domain to invest in efforts
aimed at achieving the goal of peace, rather than
persisting in their present condition of seeming-
ly endless and intractable strife?

At first, nothing could seem less promising
than attempting to discuss “peace” in this con-
text. Even apart from the moral conundrums of
outright warfare, the cyber domain generally is
often described as a “lawless frontier” or a “state
of nature,” in which everyone seems capable in
principle of doing whatever they wish to whom-
ever they please without fear of attribution,
retribution, or accountability. When it comes to
human behavior, and the treatment of one an-
other, human behavior within the cyber domain
might aptly be characterized, as above, as a “war
of all against all”

Upon further reflection, however, that grim
generalization of our actual condition is no
more or less true than Hobbes’s own original
characterization of human beings themselves
in a hypothetical state of nature. If we stop to
consider it, the vast majority of actors in the
cyber domain are relatively benign: they mind
their own business, pursue their own ends, do
not engage in deliberate mischief, let alone
harm, do not wish their fellow citizens ill, and
generally seek only to pursue the myriad ben-
efits afforded by the cyber realm: access to
information, goods and services, convenient
financial transactions and data processing,
and control over their array of devices from cell
phones to door locks, refrigerators and toast-
ers, voice assistants like Alexa and Echo, and
even swimming pools.
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Beyond this, there are some “natural virtues”
and commonly-shared definitions of the Good
in the cyber domain: anonymity, freedom, and
choice, for example, and a notable absence of
external constraints, restrictions and regula-
tions. These are things that cyber activists, in
particular, like to champion, and seem deter-
mined to preserve against any encroachments
upon themin the name of the “rule of law.” In es-
sence, we might characterize the cyber domain
as colonized by libertarians and anarchists who,
if they had their way, would continue to dwell in
peace and pursue their private and collective in-
terests without interference.

Like all relatively ungoverned frontiers, how-
ever, this natural tranquility is easily shattered by
the malevolent behavior of even a few bad ac-
tors. And there are more than a few “bad actors”
in the cyber domain. As a forthcoming book by
Australian cyber security experts Seumas Miller
and Terry Bossomaier portrays the matter,! the
principle form of malevolent cyber activity is
criminal in nature: theft, extortion, blackmail,
vandalism, slander and disinformation (in the
form of trolling and cyber bullying), and even
prospects for homicide.

Philipp von Wussow accordingly writes in this
issue that the “warfare” in question within the
cyber domain is that described by Thomas Hob-
bes, rather than the more recent and conven-
tional account of war by Karl von Clausewitz. For
the latter, war is an outgrowth of the natural con-
flict between clearly-defined competing political
policies of well-organized states. For Hobbes,
in contrast, the condition of “war” is the natural
condition of human agents apart from political
institutions, dwelling in anarchy and in the ab-
sence of any discernable authority or rule of law.

In contrast to the customary hypothetical
invocations by modern political philosophers,
however, cyber conflict at present does not con-
stitute some hypothetical “supposing” or ficti-
tious “original position,” affording a privileged
vantage point for “reason” to adjudicate matters
of fact. Rather, the cyber domain itself now con-
fronts us with the first truly actual and accurate
instance of such state or condition. A state of
nature, accurately characterized by the bellum
omnium contra omnes, is no more and no less
what the cyber realm itself is.
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In a fascinating sense, then, the cyber realm,
with its many examples of conflict and lack of
structure, also unintentionally provides us with
the first authentic laboratory in which to exam-
ine the chief challenges and puzzle of the Le-
viathan itself: namely, how do civil society, so-
cial order and the rule of law manage to emerge
from such a condition of primordial anarchy?
After all, the underlying (if implicit) question in

For Hobbes the condition of “war” is the natural
condition of human agents apart from political
institutions, dwelling in anarchy and in the absence
of any discernable authority or rule of law

the Leviathan is: “what, in this miserable, fallen
world of ceaseless conflict, are the prospects
for peace?” And if it is peace, security, safety, as
guaranteed through the rule of law that is the ul-
timate goal of the Leviathan, how is that goal to
be attained?

When we, like Dr. von Wussow, invoke Hobbes
descriptively, we are likewise obliged to consid-
er the normative dimension in his investigations
that is quite often forgotten. It is an admittedly
thin moral conception for a philosopher famed
for his rejection of morality otherwise, but it is a
moral conception nonetheless: the obligation
incumbent upon all who dwell within this state
of nature (as Hobbes editorializes) “to quit it
with the utmost dispatch.” Confronted with our
natural condition, he argues, we are not per-
mitted to remain in it, but to transform it into
something more stable and secure. On Hobbes’s
largely realist or “amoral” account, in point of
fact, the sole action that would represent a gen-
uinely moral or ethical decision beyond narrow
self-interest would be the enlightened decision
on the part of everyone to “quit” the State of Na-
ture and enter into some sort of social contract
that, in turn, would provide security through the
stern imposition of law and order.

But here we encounter what might be termed
the “reality paradox” in the cyber domain. Un-
like Hobbes’s fictional individuals languishing
unpleasantly in a hypothetical state of nature,
“law and order,” let alone legal institutions like
police, judges and courts, are precisely what
the rank and file individual actors and non-
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state organizations (like “Anonymous”) in the
cyber domain assiduously wish to avoid. Hob-
bes’s own solution to the problem of anarchy is
likewise not one that any self-respecting cyber
citizen would care to embrace: namely, that a
well-regulated civil society will only be achieved
through the forceful imposition of authoritarian
rule. We have witnessed how nations like China
currently attempt the Hobbesian formula in the
cyber domain, with limited success. But that ap-
proach is not only anathema to democratic and
rights-respecting societies — it would represent a
fundamental betrayal of what we called earlier
the natural virtues and limited natural rights val-
ued by denizens of the cyber domain: liberty, an-
onymity, privacy, and behavior largely free from
interference by others. There are no boundaries,
and no governments in cyber space, and cyber
citizens profess themselves unwilling to coun-
tenance, or yield to such impositions, whatever
the Chinese government may attempt.?

A famous, if persistent problem with Hobbes
is that the transition from anarchy to civil society
is never really adequately explained. On the one
hand, Hobbes appears to argue that the transi-
tion will occur pretty much as a matter of course,
when inhabitants see their own self-interests
optimized by sacrificing some of their freedom
and rights in exchange for authoritarian-spon-
sored state security. But, at the same time, Hob-
bes recognizes that there is no guarantee that

The only moral imperative that
Hobbes acknowledges is that the
transition to civil society be made

this benign transition will automatically occur.
Some, the most malevolent in particular, will be
resistant. The truly powerful, the strongest, in
the state of nature will never willingly yield their
personal authority to the rule of law, simply be-
cause it can never be, or be seen to be, in their
own individual self-interest to do so.

In contrast to our “reality paradox” in the cy-
ber domain above, this inconsistency generates
what is generally known as the “Hobbesian par-
adox:” i.e., in order to achieve what would clear-
ly be in the self-interests of all, some act of force
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must be utilized to override the narrowly-con-
ceived self-interests of bullies and tyrants in the
state of nature. Who, in the state of nature, will
consent to dispatch the tyrants and bullies? And
how may the rest of us retain confidence that
any individual volunteer willing to do so, will do
so without simply assuming their place? The
moral imperative - the only moral imperative
that Hobbes acknowledges - is that this transi-
tion to civil society be made. But apparently it
cannot be made. Or at least, there is no clear
path, nor ironclad guarantee, that it either can
or will take place.

Emergent norms for
cyber conflict

When we turn to cyber conflict from the perspec-
tive of international relations (IR), the malevolent
actors are primarily rogue nations, terrorists and
non-state actors (alongside organized crime). The
reigning theory of conflict in IR generally is Rous-
seau’s metaphorical extension of Hobbes from
individuals to states: the theory of international
anarchy or “political realism.” There is one signif-
icant difference, however, between Hobbes and
Rousseau on this condition of international anar-
chy. Although the “state of nature” for individuals
in Hobbes’s account is usually understood as a
hypothetical thought experiment (rather than an
attempt at a genuine historical or evolutionary
account), in the case of international relations, by
contrast, that condition of ceaseless conflict and
strife among nations (as Rousseau first observed)
is precisely what is actual and ongoing.

Conflict between international entities on this
account naturally arises as a result of an inevita-
ble competition and collision of interests among
discrete states, with no corresponding perma-
nent institutional arrangements available to re-
solve the conflict beyond the individual compet-
ing nations and their relative power to resist one
another’s encroachments. In addition, borrowing
from Hobbes” account of the amoral state of na-
ture among hypothetical individuals prior to the
establishment of a firm rule of law, virtually all
political theorists and IR experts assume this con-
dition of conflict among nations to be immune to
morality in the customary sense of deliberation
and action guided by moral virtues, an overrid-

ETHICS AND ARMED FORCES 01/19



ing sense of duty or obligation, recognition and
respect basic human rights, or efforts to foster the
common good.

However we characterize conventional state
relationships, the current status of relations and
conflicts among nations and individuals within
the cyber domain perfectly also fits this model:
a lawless frontier, devoid (we might think) of im-
pulses toward virtue or concerns for the wider
common good. Itisa “commons”in which the ad-
vantage seems to accrue to whomever is willing
to do anything they wish to anyone they please
whenever they like, without fear of accountability
or retribution. This seems, more than convention-
al domains of political rivalry, to constitute a gen-
uine war of all against all, as we remarked above.

Beginning in the summer of 2014, while work-
ing on my own study of cyber warfare,* | noted
some curious and quite puzzling trends that ran
sharply counter to expectations. Experts and
pundits had long predicted the escalation of “ef-
fects-based” cyber warfare and the proliferation
of cyber weapons like the Stuxnet virus. The ma-
jor fear was the enhanced ability of rogue states
and terrorists to destroy dams, disrupt national
power grids, and interfere with transportation
and commerce in a manner that would, in their
devastation, destruction and loss of human
life, rival conventional full-scale armed conflict.
Those predictions preceded the discovery of
Stuxnet, but that discovery (despite apparent
U.S. and Israeli involvement in the development
of that particular weapon as part of “Operation
Olympic Games”) was taken as a harbinger of
things to come: a future cyber “Pearl Harbor” or
cyber Armageddon.

But | began to notice that, by and large, this
is not the direction that international cyber con-
flict had followed. Instead of individuals and
non-state actors becoming more and more like
nation-states, | noticed that states were increas-
ingly behaving more and more like individuals
and non-state groups in the cyber domain: en-
gaging in identity theft, extortion, disinforma-
tion, election tampering and other cyber tac-
tics that turned out to be easier and cheaper
to develop and deploy, while proving less easy
to attribute or deter (let alone retaliate against).
Most notably, such tactics proved themselves
capable of achieving nearly as much if not more
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political “bang for the buck” than effects-based
cyber weapons (which, like Stuxnet itself, were
large, complex, expensive, time-consuming, and
all but beyond the capabilities of most nations).

In an article published in 2015,% | labeled these
curious disruptive military tactics “state-spon-
sored hacktivism” (SSH), and predicted at the
time that SSH was rapidly becoming the pre-
ferred form of cyber warfare. We should consid-
er it a legitimate new form of warfare, | argued,
based uponits political motives and effects. SSH,
forexample, perfectly fitted Karl von Clausewitz’s
aforementioned definition of warfare as politics

States were increasingly behaving like
individuals and non-state groups in the cyber
domain: engaging in identity theft, extortion,
disinformation, and election tampering

pursued by other means. We were thus confront-
ed with, not one but two logically distinct forms
of cyber warfare: one waged conventionally by
large, resource and technology-rich nations
seeking to emulate kinetic effects-based weap-
onry; the second by clever, unscrupulous but
somewhat less well-resourced rogue states de-
signed to achieve the overall equivalent political
effects of conventional conflict. | did not main-
tain that this was perfectly valid, pleading only
(with no idea what lay around the corner) that
we simply consider it: allowing that we might be
mistaken in our prevailing assumptions about
the form(s) that cyber conflict waged by the mili-
taries of other nations might eventually take. We
might simply be looking in the wrong direction,
or over the wrong shoulder.

And then the Russians attempted to hack the
2016 U.S. presidential election. The North Ko-
reans proceeded to download the “WannaCry”
software, stolen from the U.S. National Security
Agency, from the “dark web” and used it to at-
tack civilian infrastructure (banks and hospitals)
in European nations who had supported the
U.S. boycotts launched against their nuclear
weapons program. Really! How stupid were we
victims capable of being? SSH had become the
devastating “weapon of choice” among rogue
nations, while we had been guilty of clinging to
our blind political and tactical prejudices in the

ETHICSANDARMEDFORCES.COM 19



CONFLICT ZONE CYBERSPACE: PROSPECTS FOR SECURITY AND PEACE

face of overwhelming contradictory evidence.
And we had been taken in, flat-footed, utterly by
surprise.

At the same time, readers (of which there were
not very many) and critics had been mystified
by my earlier warnings regarding SSH. No one, it
seems, knew what | was talking about! My editor
at Oxford even refused me permission to use my
original subtitle for the book: “Ethics & The Rise
of State-Sponsored Hacktivism.” This analysis
had instead to be buried in the book chapters. |
managed, after a fashion, to get even! When the
book was finally published in the immediate af-
termath of the American presidential election in
January of 2017, | thanked my publisher’s “pub-
licity and marketing team:” Vladimir Putin, restau-
ranteur Yevgeny Prigozhin, the FSB, PLA Shanghai
Unit 61384 (who had stolen my personnel files
a few years earlier, along with those of 22 mil-
lion other U.S. government employees), and the
North Korean cyber warriors, who had by then
scored some significant triumphs at our expense.

The great puzzle for philosophers
is, of course, how norms can
be meaningfully said to ‘emerge?”

State-sponsored hacktivism had indeed, by that
time, become customary practice.

But where is the ethics discussion in all this?
The central examination in my book was not
devoted to straightforward mechanical applica-
tion of conventional moral theory and reason-
ing (utilitarian, deontological, virtue theory, the
“ethics of care,” and so forth) to specific puzzles,
but to something else entirely: namely, a care-
ful examination of what, in the IR community, is
termed “the emergence of norms of responsible
state behavior” This, | argued, was vastly more
fundamental than conventional analytic ethics.
Such accounts are not principally about deontol-
ogy, utility, and colliding trolley cars. They consist
instead in a kind of historical moral inquiry that
lies at the heart of moral philosophy itself, from
Aristotle, Hobbes, Rousseau and Kant to Rawls,
Habermas - and the book’s principle intellectual
guide, the Aristotelian philosopher Alasdair Mac-
Intyre.

20 ETHICSANDARMEDFORCES.COM

The great puzzle for philosophers is, of
course, how norms can be meaningfully said to
“emerge?” Not just, “where do they come from,
or how do they catch on,” but how can such a
historical process be valid, given the difference
between normative and descriptive guidance
and discourse? Perhaps my willingness to take
on this age-old question and place it at the heart
of contemporary discussions of cyber conflict is
why few have bothered to read the book! Who
cares about all that abstract, theoretical stuff?
We either want to discuss all the latest “buzz”
concerning zero-day software vulnerabilities in
the Internet of Things, or offer our moral analy-
sis in terms of utility, duty, virtue and those infa-
mous colliding trolley cars — merely substituting,
perhaps, driverless, robotic cars for the trolleys
(and then wondering, “should the autonomous
vehicle permit the death of its own passenger
when maneuvering to save the lives of five pe-
destrians,” and so forth).

Instead, | found it necessary to discuss the
foundations of just war theory and the morality
of exceptions or “exceptionalism” (i.e., how do
we justify sometimes having to do things we are
normally prohibited from doing?), as well as the
IR approach to “emergent norms” itself, as in fact
dating back to Aristotle, and his discussion of the
cultivation of moral norms and guiding principles
within a community of practice, characterized
by a shared notion of the good. Kant, Rawls, and
Habermas were invoked to explain how, in turn,
a community of common practice governed sole-
ly by individual self-interest, may nevertheless
evolve into one characterized by the very kinds
of recognition of common moral values that Hob-
bes, as well, had implicitly invoked to explain the
transition from a “nasty, brutish” state of nature
to a well-ordered commonwealth - precisely the
kind of thing we are trying to discern now within
the cyber domain. Kant called this evolutionary
learning process “the Cunning of Nature,” while
the decidedly Aristotelian philosopher, Hegel,
borrowed and tweaked Kant’s original concep-
tion under the title, “the Cunning of History.”

Finally, in applying a similar historical, experi-
ential methodology to the recent history of cy-
ber conflict from Estonia (2007) to the present,
| proceeded to illustrate and summarize a num-
ber of norms of responsible cyber behavior that,
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indeed, seem to have “emerged, and caught on”
- and others that seem reasonably likely to do
so, given a bit more time and experience. Even
the turn away from catastrophic destruction by
means of kinetic, “effects-based” cyber warfare
(as shrilly predicted by Richard Clarke and oth-
ers) and toward SSH instead as the preferred
mode of international conflict, likewise showed
the emergence of these norms of reasonable
restraint — doing far less genuine harm, while
achieving similar political effects - not because
we are “nice,” but because we are clever, like
Kant’s “race of devils,” who famously stand at the
threshold of genuine morality.

This last development in the case of cyber war
is, forexample, the intuitive, unconscious applica-
tion by these clever “devils” of a kind of propor-
tionality criterion, something we term in military
ethics the “economy of force,” in which a mis-
chievous cyber attack is to be preferred to a more
destructive alternative, when available - again,
not because anyone is trying to “play nice,” but
because such an attack is more likely to succeed
and attain its political aims without provoking a
harsh response. But such attacks, contrary to Es-
tonia (we then proceed to reason) really should
be pursued only in support of a legitimate cause,
and not directed against non-military targets (’'m
not happy about the PLA stealing my personnel
files, but I am - or was, after all - a federal em-
ployee, not a private citizen). And the evolution-
ary emergence of moral norms, Kant’s “cunning
of nature,” (or Hegel’s “cunning of history”) is thus
underway. Even a race of devils can be brought to
simulate the outward conditions and constraints
of law and morality - if only they are “reasonable”
devils.

Conclusion: the Hobbesian
paradox

Once again, critics may view this account of emer-
gent norms as being nearly as thin a conception
of morality as that of Hobbes’s attempt to encour-
age rogues and villains to embrace the rule of law.
| cannot quarrel with this finding: morality is clear-
ly treading on thin ice within the cold reaches of
cyber space. But what is the alternative?

We would need to countenance an act of mon-
umentally immoral proportions in response to
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the moral outrage most of us might feel at be-
ing held perpetual hostages in cyber space: our
property, security, even our personal identities
- as well as our public institutions and civil dis-
course and political decision-making - incorrigi-
bly at risk to hijacking, theft, and corruption by
unscrupulous persons, organizations, and rogue
nations. This seems unacceptable, and so some
act of intervention, forceful intervention, must
be contemplated and ultimately attempted. But
by whom, and upon what authority? Are all na-
tions compelled to reassert national borders, and
build virtual “firewalls” around them to keep out
intruders (and to keep their own citizens and in-
habitants in line)? This seems also unacceptable.

Either we acknowledge and nurture the fragile
norms that grow up in the thin moral soil of cyber
space, or else we colonize and tyrannize this new
domain, forcing legal compliance at the expense
of its most promising virtues.
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OF CYBER, WAR,
AND CYBERWAR

Abstract

Eneken Tikk and Mika Kerttunen introduce their essay with
barely concealed irony. In a short prologue, the former describes
her experiences on the day Estonia experienced a major cyber
attack in 2007. The confusion caused by the outage of government
and media websites disrupted many everyday processes. But

even at the time, Tikk was surprised and somewhat dismayed by
the largely uncritical use of terms like “war” and “self-defence”
(though they are commonplace today). In fact, the situation was
hard to classify from a legal or international law point of view.
More than ten years later, the authors provide a clarification, which
is still urgently needed. Rejecting the inflationary use of the term
“war” — which apart from anything else plays down the horrors of
an actual war — they advocate a definition of war that clearly follows
Clausewitz. Neither current nor anticipated future cyber activities
are subsumed by this concept, because — then as now, and most likely
in the future — such activities are not capable of causing substantial
physical damage. The fact that militaries around the world are
developing and expanding their capacities to wage war via electronic
means does not contradict this observation. Rather it is a logical conse-
quence of increasing digitalization and interconnectedness.
Nevertheless — and this is the authors’ central argument — this
issue is about more than just terminology. As cyberspace becomes
a zone of conflict, talk of war makes us blind to actual risky de-
velopments. Because of their “below-the-threshold” character, cyber
operations of all kinds are attractive as a standard means of pro-
jecting power — especially to smaller states and new cyberpowers.
This promises to bring destabilization, the gradual debasement of
the principles of international law, and escalatory automatisms

leading to the risk of a conventional kinetic war.
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Authors: Eneken Tikk and Mika Kerttunen
Prologue: cyber odyssey 2007

Let’s begin with a war story; certainly there are
war stories also in cyberwar; this one is Eneken’s:

“lam a survivor of the First Cyberwar. | may even
be aveteran. Of the latter | am not entirely sure.

Cyber bombs fell on Estonia in the end of
April 2007. Nobody saw the bombers or heard
the bombs falling, but everybody learned of
their arrival when the defence minister, speaker
of the parliament, minister of justice, and the
prime minister all assured us they were there.
Suddenly, the riots on the streets seemed sec-
ondary to this war. Weapons of mass destruc-
tion had hit us. We were under a blockade.
Russia, the gargantuan eastern neighbour had
(finally) made its move.

The tiny Tallinn airport was operational the
next morning. | had no choice but to leave -
there was a working meeting on personal data
protection in Brussels and my orders to partic-
ipate had not been withdrawn. Well, nobody
had called me to postpone the trip, and had
there been any ‘normal’ orders, | would not
have known as there was no access to the gov-
ernmental information system.

| took off with a heavy heart. What should
you pack when departing from a war zone? My
grandparents had buried the family valuables
in the garden when they left their home during
the Second World War. That seemed a little un-
helpful as I had nothing of that kind. Valuables,
I mean.

In Brussels, the technocratic work was hard-
ly on my mind. | kept checking the Estonian
news, with no success: no online media site
would open, and government websites were
also down. However, everyone at the EU Com-
mission and our colleagues from NATO were
reporting the war.

After a day filled with a constant flow of break-
ing news, | took a taxi to the airport. After check-
ingin, | felt a little more at ease. There still was a
country to go back to. | felt grateful and relieved
- whatever was going to happen the next day, |
would face it with my family and friends.

The next day at the office - | had two jobs - |
learned what it means to be part of the public
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administration of a country at war. Not that
anything directly threatened my so far comfort-
able life, but it was still a chaotic situation: an
immediate legal assessment of the situation
was required; hourly technical updates were re-
quested; talking points kept pouring in; phones
were ringing constantly.

Preparing my legal assessment of the situa-
tion, | felt how unprepared | was to deal with
the notion of war. Not only was | unable to
apply any rules of international law to the sit-
uation, but | kept circling back to municipal,
national law; the penal code, data protection
requirements, even the public information
act that had made it easy to simply copy and
paste hundreds of email addresses from the
ministries’” websites straight into the “weap-
onized code.” When | spotted an international
lawyer saying that international law is not ful-
ly equipped to deal with the type of war Esto-
nia was in the middle of, it made some sense.
However, this memo also suggested that inter-
national law was to be developed to deal with
such attacks. | was not entirely sure of this - but
then again, I had no educated opinion.

I also noticed our chief of defence saying in
the corridors that nothing that was going on
had any military significance. He must have
been wrong. | was not sure how or why, but it
was clear that the situation was nothing short
of conflict as the Ministry of Defence was deep-
ly involved. The NATO Centre of Excellence was
to remain involved. | was to remain involved.
So, clearly, the chief of defence must just have
been confused: we now had a very different
type of war to wage that did not exist when he
was taught what for and how to fight.

The next day, the war was over. Naturally, the
cyberattacks became a keen object of research
at the Centre. We, the scientists and research-
ers, suddenly got to attend countless meetings
- Brussels, Mons, Redmond, prominent UK and
US universities, and think tanks - to tell our sto-
ry, the story of a new kind of war.

At one of those many panels, somebody
mentioned Estonia having invoked the right
of collective self-defence under Article 5 of the
North Atlantic Treaty. This was news to me, so
| decided to check it out. Indeed, NATO had
received a letter from Estonia warning against
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cyberattacks that, in our expertise and best as-
sessment, were likely going to be a threat to all
NATO countries.

“We did NOT invoke Article 5,” | wrote in my
notes. To fortify my talking points, | added: “No
country can invoke collective self-defence if
there is no armed attack. Some states regard
this threshold to coincide with that of use of
force, but the Estonian incident was nowhere
near to any such threshold.”

Apparently, | was slightly misguided again.
Months later, the NATO Cooperative Cyber De-
fence Centre of Excellence (CCDCOE) was fully
operational with not three members as per the
minimum requirement, but seven! Estonia was
the go-to country for cyber defence advice and
cyberwar stories. The UN First Committee took
up the issue of international cybersecurity and
Estonia occupied one seat in the group of ini-
tially 15, then 20 and then 25 experts to attend
to thisissue.

Years later, when | analysed national posi-
tions on international law on this matter, | dis-
covered that until 2006, as is obvious from the
UN First Committee archives, Russia was the
only country to sponsor the narrative of infor-
mation and communications technology (ICT)
as a theatre of war in the UN. Now, cyberwar
is all around us. Much of it is very reminiscent
of what fell on Estonia in 2007. It still does not
make a lot of sense to try to apply laws of war

Now, cyberwar is all around us.
It still does not make a lot of sense to
try to apply laws of war to it

to it. We should (much) rather ask ourselves if a
solid resilience plan and better cyber hygiene,
also on behalf of government institutions,
could be more useful in this situation: cyberse-
curity starts at home.

Oddly, | feel like a veteran. | feel like a veteran
of the war that never happened but that creat-
ed a narrative of war that suddenly is becoming
normalcy.”

*

Never let a good crisis go to waste - the saga
of 2007 has been helpful to the control-freak
East, the operations-savvy West, the insecure
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South, the unsure North, the eager industry,
and the well-meaning peace lovers. We have
heard many loud statements and seen many
capitalized attributes witnessing cyberwar being
waged. We do not believe in these testimonies.

Of war

It’s true that bad, harmful, and malicious things
take placein cyberspace. Children are being bul-
lied, exposed, and exploited, online fraud and
theft appears to be easy and profitable, videos
of violence are roaming free, and states, the civ-
ilized members of the international community,
are conducting mass surveillance and targeted
intelligence (espionage) and some destructive
operations. But war? Let’s get real.

It's true that we can detect a lot of ‘wars’ going
on. While we have, hopefully, got rid of the noto-
rious notion of the ‘Global War on Terrorism, an-

We strongly advise that the expression of war
only be used when speaking about organized
state violence — the use of it against another state
or politically organized entity

other nonsense notion, ‘hybrid war’ has entered
the theatre scene. Some time ago we waged
protocol and browser wars, cola wars and coke
wars; the war on obesity that humankind is con-
stantly waging but is sure to lose. Agreed, the
notion of war, perhaps similarly to jihad, is being
usedin a colloquial and expressive way to enrich
the argument: something crucial and important
is going on. But, if everything is war, the horrors
of real war are being diminished and main-
streamed. If war is being waged everywhere, hu-
man and societal life is reduced to constant state
of conflict. Most importantly, if we believe in the
ongoing or looming war in cyberspace, we had
better get ready to wage it. That is what many
governments are proposing.

We strongly advise that the expression of war
only be used when speaking about organized
state violence - the use of it against another
state or politically organized entity. The wording
is less important than the idea behind it. War is
organized, that is, the conduct of war, warfare,
waging of war, is organized and purposeful, po-
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litically motivated, systemic and systematic. War
is violent, that is, it causes death and destruc-
tion. War belongs to the property of states; indi-
viduals resorting to violence are criminals. War
also can also be seen as a phenomenon which
takes place in an armed battle between states;
yet, both the structural and phenomenological
approximations follow the same logic.

We can also justifiably talk of civil wars (Sicl),
intifada and insurgencies, wars of liberation,
where one of the fighting parties is a state and
the other, not necessarily having the formal sta-
tus of a state, an organized group operating as a
political entity. The political character of fronts,
armies, and organizations of liberation, even
tribes, is obvious: the political character does
not require a parliament or parties but rather
desires, set objectives, and thought-out means
and measures to achieve the ambitions. Harold
Lasswell’s 1936 book titled Politics. Who Gets
What, When, How made this clear straightaway.
If a politically organized and motivated entity is
conducting systematic and organized death and
destruction-causing violence against another
similar entity, let’s face it: it is a war. Legally, this
may not be the case, but then, legally, very few
wars have been waged since the Korean War
(which, by the way, has not yet formally ended).

Our approximation of war is Clausewitzian.
Despite the changes in its colours and struc-
tures - the famous chameleon argument - the
nature of war as violent, uncertain, and purpose-
ful remains. The current and anticipated state of
cyber activities and operations, even by states,
does not fit these criteria.

Of cyber

Cyber operations have not caused large-scale
destructive effects. Communications have been
blocked, web pages have been smudged, elec-
tricity has been shut off, information has been
destroyed, industrial systems have been halted,
and financial and identity losses have been suf-
fered. Yet there is very little smoke and rubble,
and, most importantly, no human casualties. In
fact, almost any other human activity is more le-
thal than cyber operations.

Most importantly, cyber effects, ranging from
manipulation to denial of access and services
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to degradation and destruction of information
and systems are not likely to cause such second-
and third-level effects that would make states
resort to war. Cyber operations do not threaten
the existence of states or shackle the balances of
power, they do not create wider, long-term, and
decisive effects that military campaigns and war
proper aim for and can achieve. In the brutal re-
ality of political decision-making, the question
is not one of the conceptual possibility of death
and destruction, but the scope of violent, devas-
tating, and painful effects.

Why then are many nations nevertheless de-
veloping cyber military capabilities, establishing
cyber-specific units and commands, training
and educating personnel to conduct cyber op-
erations, and waging war in cyberspace? For
example, since 2012, the USA has been system-
atically reviewing its national strategies, joint
military doctrines, and field manuals to incorpo-
rate cyber capabilities as an elementary part of
all military operations and functions. This would
also include deploying cyber units and teams to
tactical land forces formations, perhaps “down”
to manoeuvre brigades, integrating cyber capa-
bilities into the full range of military operations.
Russia and China are trying to incorporate tools
of information warfare into their military forc-
es. The tree-hugging Nordics are building up
capacities of cyberwarfare, and Estonia, et tu, a
nation of barely over one million inhabitants, es-
tablished a cyber command in November 2018.
What's that, militarization?

Armed forces have always been at the fore-
front of employing the latest information and
communication technologies. Computers were
originally used to, well, compute. What was es-
tablished next, as early as the 1950s, was connec-
tivity between surveillance stations, command
posts, and fire and manoeuvre units. In the after-
math of the Cuban missile crisis, the USA estab-
lished (an ill-functioning) “Worldwide Military
Command and Control System.” Digitization has
improved the accuracy of targeting. Currently,
the majority of armed forces are modernizing
their command and control and weapons sys-
tems. Looking for better effects and better ways
to achieve effects, the most advanced are inte-
grating their systems and networks. Smart and
connected technologies are being deployed and
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employed to all military functions, administra-
tive and lethal. Everyoneis trying to protect their
data and networks.

Cyber capabilities are certainly being used in
all contemporary conflicts. Governments em-
ploy cyber means in political and economic
espionage, too. Some are also said to conduct
criminal activities online. A conceptually correct
and factually accurate notion to explain and en-
tertain the development, deployment, and em-
ployment of ICT and cyber military capabilities is
cyberwarfare, a combination of ways and means,
methods, and capabilities, tools and their use.

Precisely their falling short of war makes cyber
operations lucrative and dangerous. They have
been proposed as the default form of power
projection. Some countries are openly proud of
their cyber capabilities and operations, perhaps
thinking them to be risk-free. The opposite is
true.

Conflicts and contestation are nevertheless
not virtual per se but political and real. Even the
purest form, the most romantic image of cyber
operations - exchanges of virtual salvos and
hasty coding — does not take place inisolation or
at the speed of light.

The logic of war and politics and the reality of
cyber operations thus leave us in a paradoxical
situation: as long as cyber operations are only

Some countries are openly proud of their
cyber capabilities and operations, perhaps thinking
them to be risk-free. T he opposite is true

capable of causing relatively minimal, tempo-
rary, and secondary effects, they are not elevated
to the level of war. Cyber operations causing seri-
ous existential or destructive effects (whichis un-
likely), would escalate the situation to traditional
political and military conflict and war.

Statistically, the vast majority of known or
suspected state-sponsored cyber incidents con-
stitute acts of espionage. The rest few dozens of
recorded incidents result in relatively minor ef-
fects, such as defacement of websites, denial of
services, manipulation of data, and in very limit-
ed instances, data destruction, sabotage, and
physical consequences. The situation as such is
far from anything war-like.

ETHICSANDARMEDFORCES.COM 25



CONFLICT ZONE CYBERSPACE: PROSPECTS FOR SECURITY AND PEACE

The Authors

The problem

The obsession with cyberwar makes us miss
the point of what is going on. The cyber milita-
rization surge does not involve only known and
established powers - between them, cybernet-
ics may become a way to avoid unnecessary
casualties and destruction. We see whole new
operational identities emerging in all conti-
nents; within the EU especially in Estonia, the
Netherlands, and Poland.

The entrance of the cyber newbies to the
global conflict theatre is alarming and poten-
tially destabilizing. Their presence testifies to
an appetite for becoming relevant by power
projection. Despite acknowledging that devel-
opment and use of these capabilities positions
them in the danger zone of their adversaries,
new cyber powers let their operational ambi-
tions take over their commitment to the rule of
law. Just a little, it seems — a nip on sovereignty
and a tuck on due diligence. These cuts, how-
ever, are serious wounds to the public interna-
tional rule-based order. A self-proclaimed right
to deny sovereignty of one nation denies the
right to sovereignty of all.

Development of new operational capabil-
ities feeds the perpetuum mobile of political
tensions and easily leads to an unwanted or
unanticipated escalation. In any case, there is
no way to predict how these newly found pow-
ers will develop or how resistant the new cyber
powers are to political manipulation and prov-
ocation. Accordingly, while we are admiring the
cyberwar thatisn’t, we miss developments that
might lead to an actual conflict.

The habit of conducting cyber operationsis a
risky business. The climate of cyber conflict and
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the (mis)perception of cyberwar further desta-
bilizes the delicate balance between normalcy
and crisis. During a cyber situation, political
decision-making is easily inflicted by sense of
urgency, the primacy of hard security, and the
fallacy of appearing powerful. Yet decisions are
made amidst a fog caused by misinformation,
miscalculation, uncertainty, and fear. National
and organizational exercises celebrate esca-
latory language and measures. De-escalation
seems to be too difficult even to think about,
but that is precisely what is needed.

We all hope this time will not come. We all
know it likely will. We don’t know how many
cuts it takes for the international order to fatal-
ly bleed. Human rights, the rule of law, and the
leitmotiv of peace are all neglected in the cyber
power game. Voluntarism brings out the lack of
the sense of accountability in the community
of states. It underlines that states, unlike social
communities, are not bound by any shared
identity or common values. Instead, it reminds
that the only common denominator between
states is their political self, and that the pros-
pect of any global governance is a mere utopia.

This brings us to another kind of nonsense
- voluntary and non-binding norms of respon-
sible state behaviour, the placebo offered to
the international community as a substitute to
international law. Because there is no prospect
of war between them, the United States and
the Russian Federation can afford to dance a
slow waltz with each other in the ballroom of
no restraint. In their heavy hug, they are too
self-confident and comfortable to deal with the
overwhelming lack of resilience, awareness,
and accountability looming all over the world.
Tallies of new cyber powers are considered al-
lies to one and excuses for the other - until the
carriage turns back into a pumpkin.

The world has been just peaceful enough for
states to drop their guard. There is, however,
a real prospect of conflict in ICT if its devel-
opment and use are not taken seriously. This
prospect is not cyberwar. It is the prospect of
real war. The type of war that international hu-
manitarian law was made for.
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RISKY WAR GAMES:

WHY WE CAN ONLY
LOSE IN THE CYBERWAR

Abstract

As the internet finds its way into all areas of modern life, it seems
hard to imagine that originally, in 1968, it was a military project
to network a few computers together. Having brought this fact to
the reader’s attention, Anke Domscheit-Berg notes that the idea of
“active cyber defense” suggests a remilitarization of the internet.
Cyberspace is becoming a war zone, she argues, where cyber
weapons are added to the military’s arsenal. At the same time,
people around the world are subject to surveillance by security
services, as we have known since Edward Snowden’s revelations.
Played down as merely a normal means of modern defense, calls
for “active cyber defense” and for “hackbacks” by the state are
growing louder in Germany, as elsewhere. Yet in the author’s
view, such instruments are incompatible with the German consti-
tution. Not only that, but the risk of escalation with such activities
is massively underestimated: uninvolved persons could be affected
all too easily. It is extremely difficult to separate civilian and
military targets in cyberspace.

So there is only one way to make us all safer in the digital age,

and that is to ensure that software and hardware are as secure

as possible. But this is at odds with the desires of the intelligence
services and armed forces. They highly prioritize surveillance
opportunities and cyber attack capabilities. For this reason, says the
author, once new software and hardware weaknesses are
identified, they are often systematically and secretly left open. In
this way, the state itself becomes a security risk.

Finally, Domscheit-Berg advocates transparency in software and
hardware development, and comprehensive digital education. After

all, as she puts it, people are still “one of the biggest weaknesses.”
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The roots of the internet go back to 1968,
when the ARPANET computer network began
to be developed in partnership between the
U.S. Department of Defense and Massachu-
setts Institute of Technology. ARPANET initially
connected a handful of research facilities that
were working for the U.S. military. Creating a
network of computers and transmitting infor-
mation by splitting it into small packets of data
are the basic principles on which the internet
still operates today. ARPANET was funded by
the Defense Advanced Research Projects Agen-
cy (DARPA), which is under the control of the
U.S. Department of Defense. DARPA’s main task
is to promote research activities useful to the
military, with a focus on basic research. Created
at the end of the 1950s, DARPA now has an an-
nual budget of more than three billion dollars.!
Some of the research funded by DARPA still
shapes the digital world today - the TCP/IP in-
ternet protocol, for example, and the invention
of the mouse. Other projects were focused on
aerospace, such as satellite development, and
very many were used by the military: from the
airforce (e.g. detection avoidance for airplanes,
drones), to the navy (anti-submarine warfare,
unmanned underwater vehicles), and other
armed forces (M16, anti-tank weapons, helmet
displays, autonomous weapons, field robots.)?

From military technology to
the digital society

Over the following decades, what we now know
as the internet came into being. At first it was
mainly an academic network. It was not until
1994 that more people used the internet com-
mercially than for science and research. Since
then, the internet has broken free of its military
roots. It became the foundation of the digital
society, the starting point of a digital revolu-
tion. New business models were created, and
with them countless small enterprises but also
incredibly large and powerful companies - the
ones we now refer to as GAFA, the quasi-mo-
nopoly of Google, Amazon, Facebook and Ap-
ple. The world’s knowledge became accessible
at the click of a mouse, while billions of people
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could network and communicate with each
other directly. In 2017, Facebook had 2.3 bil-
lion users, 1.9 billion people shared or watched
videos on YouTube, and 1.5 billion people sent
chat messages, photos or videos to each other
on WhatsApp.? Today, a single smartphone has
more computing power than the NASA Apol-
lo Moon mission had in its day, it could navi-
gate 120 million Apollos simultaneously to the
moon.* Whichever aspect you look at, we are
increasingly entering dimensions that are hard
to imagine. In 2022, around 4.8 zettabytes of
data will be transmitted over the internet.® One
zettabyte is 1,000 to the power of seven bytes,
equivalent to one trillion gigabytes or a one
followed by 21 zeroes. While data volumes and
the number of networked devices are growing
exponentially, prices are falling through the
floor: one gigabyte of storage space in 1981
cost 500,000 U.S. dollars; in 2017 it cost just
3cents.®

The remilitarization
of cyberspace

In this networked big-data society, a noticeable
remilitarization has been happening for some
time. Cyberspace is becoming a war zone, cy-
ber weapons are being added to the military’s
arsenal, and the desires of the intelligence ser-
vices have not only grown, but are realized on
a worrying scale. Thanks to NSA whistleblow-
er Edward Snowden, we have all been able to
take a look through an unexpectedly opened
window into an otherwise closed world. We
have glimpsed the almost limitless extent of
global surveillance of internet and communi-
cation traffic by U.S. intelligence services. We
allrememberthe months when one shockwave
after the other rolled through the media, as
new, inconceivable dimensions of spying were
discovered. Along with industrial espionage
between supposedly friendly countries, even
Angela Merkel’s mobile phone was tapped. And
the German intelligence services were involved
too. Investigative committees subsequently
busied themselves with explaining what had
happened, but no legal or personal conse-
quences resulted from the illegal surveillance
activities. Instead, they were legalized after the
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fact’ - e.g. the grossly disproportionate tapping
of Germany’s largest internet exchange point
DE-CIXin Frankfurt am Main.

Quite obviously, parliamentary oversight
completely failed, and not least because it is
structurally impossible for it to work. The pow-
er relations are just too unequal. Desires for
new powers are constantly announced, police

Quite obviously, parliamentary
oversight completely failed

laws are extended, new cyber institutions are
created, “active cyber defense” is mentioned
ever more frequently - which of course is no
longer defense, but an attack, even if it is called
a counter-attack. Germany’s interior minis-
ter, Horst Seehofer, has repeatedly supported
this option in the form of “hack-backs” by the
state. This would be contrary to international
law, and also incompatible with the German
constitution: defense is a matter for the Lander
and not the task of intelligence services, the
military or any other federal institutions. It is
highly irritating that even the President of the
German Federal Office for Information Secu-
rity (Bundesamt fiir Sicherheit in der Informa-
tionstechnik, BSI), Arne Schonbohm, desires a
hack-back capability.? The BSI's competences
extend only to IT security, prevention, and pro-
viding assistance in the event of hacker attacks.

The state becomes a digital
attacker

“Hacking back” by the state is not the same as
a conventional military counter-strike in the
event of an attack. One problem is the difficulty
of attribution, i.e. the ability to reliably identify
an attacker. With a long-range missile, you can
tell with absolute certainty which country it
was launched from, which is not possible with
a hacker attack. No intelligence service in the
world can say with 100% certainty where a cy-
ber attack originated. The possibilities for cam-
ouflage are too diverse, false tracks are laid too
often, “signatures” of known hacker groups are
imitated, or third-party servers are used for at-
tacks, without their owners knowing anything
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about it. In the best case, you might have clues
and suspicious facts, but you cannot be certain.

Let us just imagine that a hack-back of this
kind is carried out. A server in another coun-
try is attacked from Germany, because it is
thought to be controlled by criminals. But what
if the serveris in a hospital? Or in a government
building? What if the attack forces schools to
close or causes a power outage? What would
an attack like this mean if the country was
correctly identified, but the perpetrators were
criminals acting on behalf of a different coun-
try, or completely independently? What if we
attacked servers in a third country that had
absolutely nothing to do with the whole affair?
You only have to imagine this crazy approach in
the context of conventional warfare to see how
dangerous and absurd it is. We do not go and
bomb a third country because an individual

The threat to our civilization as
a whole is comparable to the
impact of climate change, only
even less predictable

terrorist perpetrator or member of a terrorist
group (“probably”) comes from that country or
only traveled through that country on their way
to carry out a terror attack.

Any third country attacked in this way could
discover the unjustified hack-back. They might
then suspect that it was done by Germany, and
in turn interpret it as an attack — especially if
critical infrastructure was hit or if the hack-back
got out of hand because malware used for the
attack had spread. An escalating spiral could
now be set in motion, and there is no reason it
would have to remain limited to two countries
or to cyberspace. We should not even entertain
the idea of playing with fire like this. It is poten-
tially more dangerous than a nuclear war. If this
comparison seems exaggerated, it is worth re-
flecting on just how many things around us to-
day are connected to the internet. Just consid-
er all the places that software is installed, and
the areas of society and industry that would
suffer dramatic consequences if there were a
partial or total IT failure. For hospitals, traffic
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management systems, electricity networks
and power plants, government agencies and
many businesses, it would be a major disaster.
If cyberspace, containing all these civilian insti-
tutions, becomes a theater of war, there is no
longer any separation between civilian and mil-
itary parties in a conflict. There would be too
many victims, and the conflict could escalate
and spread at terrific speed, since the internet
knows no national borders.

Sadly, we have apparently not realized yet
that the only winning move in a cyberwar is
to not to play this kind of war game in the first
place - as was vividly demonstrated in the
movie “War Games,” by the computer that sim-
ulates a nuclear war.

But it is not just hack-backs by the state that
pose a danger. All potential players - state and
non-state — are capable of creating malware
that compromises all our security, whether
with criminal intent or for surveillance purpos-
es. Nuclear weapons are in the hands of only a
few countries. They cannot be acquired by oth-
er countries without threat of sanctions, and
their production requires so many resources
that the barriers to acquisition are very high.
In contrast, there is no comprehensive ban
on cyber weapons or digital weapons, and
the resources required to develop them are
orders of magnitude smaller. The danger is
great because it has become so much easier to
carry out an attack, and at the same time the
potential impacts have become much greater.
It is conceivable that hacker attacks could es-
sentially catapult us back to the Middle Ages, if
this Pandora’s box is ever opened.’ The threat
to our civilization as a whole is comparable to
the impacts of climate change, only even less
predictable.

There is only one sensible conclusion that
can be drawn from this realization: we should
do everything we can to make our IT systems
more secure. But what we find instead is an
immoderate attitude, devoid of ethical bound-
aries, that has lost sight of the big picture. In-
telligence services see only the surveillance
potential that a digitalized society offers them.
Theyimagine how nice it would be if they could
not only wiretap phone calls, but also eaves-
drop on virtual assistants like Alexa and Siri, if
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they could hack into the Internet of Things and
bug fridges, toasters and washing machines.
They want surveillance software built into cars,
so that not only can they track someone who
moves from A to B, but also know who is in
the car with them, and what they are talking
about.®?

State surveillance fantasies

| grew up in East Germany, and | remember the
Stasi. When | was a student, my letters were
opened, my dorm room with a typewriter in it
was searched. | lived knowing that | was being
watched, and from my own experience | know
that there can be no freedom with surveillance,
because if you are under surveillance, you are
not free. Mass surveillance is not compatible
with democracy. It is the tool of totalitarian
systems seeking to prolong their existence by
controlling their populations. Yet security ser-
vices in all countries have an inherent desire
always to know more, to collect and analyze
as much data as possible, even if they are in a
democratic country. Their dream is to have a
transparent population while maintaining their
own complete obscurity to the greatest possi-
ble extent. As the devil flees holy water, so they
shy away from parliamentary oversight. Yet this
is a necessary safety net for our democracy. Its
purpose is to draw clear boundaries for intel-
ligence activities, in line with our democratic
values. The activities of the NSA just show too
clearly that this description is not an Orwellian
delusion. The potential dangers of mass sur-
veillance, too, are completely different today
than during the Stasi era, when the world still
largely ran on analog technology and there was
no Facebook, WhatsApp, cookies on websites
or Internet of Things.

Alongside the intelligence services, the de-
sires of the armed forces in Germany are also
growing; and increasingly often they are work-
ing hand-in-hand and sometimes even togeth-
er with the police. In 2017, the Central Office
for Information Technology in the Security
Sphere (Zentrale Stelle fiir Informationstechnik
im Sicherheitsbereich, ZITiS) was set up. This
new institution will ultimately be located at the
Bundeswehr site in Munich. Its main tasks in-
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clude breaking encryption, investigating social
networks in real time, and telecommunication
surveillance. On its advisory board, the German
Federal Police (Bundespolizei), Federal Crimi-
nal Police Office of Germany (Bundeskriminal-
amt, BKA), German Federal Intelligence Service
(Bundesnachrichtendienst, BND), Federal Office
for the Protection of the Constitution (Bundes-
amtfiir Verfassungsschutz) and the German Mil-
itary Counterintelligence Service (Militérischer
Abschirmdienst, MAD) jointly determine its
work program.** This composition violates the
separation of powers between the police and
secret services, which was established after the
terrible experience of the Gestapo regime dur-
ing the Nazi period. Parliamentary oversight
of ZITiS is practically impossible, since it does
not lie within the competences of the Parlia-
mentary Oversight Panel (Parlamentarisches
Kontrollgremium, PKGr) set out in the Act con-
cerning parliamentary oversight of intelligence
activities (Parliamentary Oversight Panel Act
(Kontrollgremiumgesetz, PKGrG)), nor is it sub-
ject to general parliamentary scrutiny: answers
to specific questions by the Left Party group in
the Bundestag were refused, because as classi-
fied information they could not even be lodged
in the parliamentary Secret Records Office (Ge-
heimschutzstelle).!? ZITiS is therefore located
in an oversight gap. Close involvement with the

Mass surveillance is not
compatible with democracy. It is
the tool of totalitarian systems

military is also evident from the fact that the
agency offers study sponsorships at the Univer-
sity of the Federal Armed Forces.

ZITiS is set to employ 400 people by 2020.
Meanwhile there is a shortage of security ex-
perts in the jobs market, which represents an-
other security problem. In October 2018, the
first 81 vacancies at ZITiS were filled, but three
out of every four persons employed had been
poached from other jobs in government. Only
onein four came from the “open market.” ZITiS
offers higher salaries, on average, than other
government agencies. In early 2019, according
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to published recruitment advertisements,*
starting salaries in telecommunication sur-
veillance™ are higher than those at the BSI.** If
cyber security experts at a government agency
designed to attack are better paid than at an
agency tasked with defense, one can imagine
what will happen and what impacts that will
have on the quality of our defense capabilities.

Another example of the militarization of cy-
berspace in Germany is the creation of a cyber
agency (formerly ADIC). This agency for inno-
vation in cyber security will be established in
the Halle-Leipzig region in 2019, and employ
around 100 people. The German federal gov-
ernment has said very clearly that this facility
to support cyber research projects will function
in a way similar to DARPA in the United States,
and has approved a budget of 200 million eu-
ros over the first five years. In the words of de-
fense minister Ursula von der Leyen, the cyber
agency should act as a ““treasure hunter’ [...] in
the military and civilian sector”® and cooper-
ate with all cyber bodies of the Bundeswehr:
the Cyber Innovation Hub in Berlin, the Cyber

We will not be able to control the growing
risks in a digitalized society
unless we concentrate fully on defense

and Information Domain Service (Kommando
Cyber- und Informationsraum, KdoCIR), and -
like ZITiS - also with the cyber security degree
program at the University of the German Feder-
al Armed Forces in Munich.!” Even though this
institution was set up jointly by the German
Federal Ministry of the Interior (Bundesminis-
terium des Innern, BMI) and Federal Ministry of
Defense (Bundesministerium der Verteidigung,
BMVg), it is obvious that it is really under the
control of the Bundeswehr and BMVg. Having
said that, in the field of IT security there is an
explicit intention to link internal and external
security more strongly,*® in other words, to bind
the military and intelligence services more
closely together. This is a worrying prospect,
asthen a cyber deployment of the Bundeswehr
within  Germany becomes possible, which
should be just as much of a no-go as any other
military deployment of the Bundeswehr inside
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Germany. To enable it to pay higher salaries,
the cyber agency was granted an exemption by
the German finance ministry, and as a result -
just like ZITiS - it attracts important IT security
and defense experts, luring them away from
other government bodies. And, like ZITiS, the
cyber agency too completely escapes any kind
of parliamentary oversight, since it was formed
as a limited company (GmbH), like any public
sector enterprise.

Defending digital security

We will not be able to control the growing risks
in a digitalized society unless we concentrate
fully on defense. The times are long past when
we were only talking about computers or cell-
phones. In a few years, there will be 50 billion
networked devices™ in the world, from smart
meters and fitness watches to self-driving
cars. With its exponential growth, particularly
the Internet of Things confronts us with major
challenges in respect of IT security. Many prod-
ucts have a very poor security level, with no or
inadequate password protection, zero or insuf-
ficient maintenance via software updates, and
numerous security flaws that are open like a
barn door. It is simply too much to expect con-
sumers even to assess the risks associated with
buying these kinds of products, particularly
since in most cases the risks are not transpar-
ent because the necessary information is not
provided.

It is also owing to this very frequent poor
product quality that an extension of prod-
uct liability to IT manufacturers is overdue.
It should cover precisely the kind of damage
caused, for example, by a smart toaster that
becomes part of a malicious botnet due to in-
adequate IT security.

According to BSI, there are already more than
600 million known types of malware, with an-
other 280,000 or so being added every day. In
2016, around 1,000 vulnerabilities were known
in the ten most frequently used software prod-
ucts alone.?® Anyone who builds up attack ca-
pabilities, i.e. hacking skills, is intentionally
harming all our IT security, since you can only
hack IT systems if you exploit security flaws
instead of fixing them. But there are no good
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security flaws that let us monitor terrorists, and
bad security flaws that expose the rest of so-
ciety to hacking risks; there are just hardware
and software security flaws in general, which
expose anyone to a risk who uses a device with
that hardware or software. For this reason, the
danger for us all increases every time an intelli-
gence service discovers a security vulnerability
- or buys one on the black market, using tax-
payers’ money - so that they can use it them-
selves for hacking later on.

The state as a security risk

According to press reports, the BND itself was
given a budget of 4.5 million euros for the
period from 2015 to 2020, to buy security vul-
nerabilities.”> The National Security Agency
(NSA) in the United States received more than
25 million dollars for the same purpose in
2013. We gained an impression of the risks this
practice entails, in 2017, when criminals used
the WannaCry malware worm - which exploits
a security flaw in Windows - as part of an ex-
tortion scam. The NSA had already known
about the security flaw for five years, but kept
it secret — and so more than 230,000 com-
puters in 150 countries got infected. Among
those hit were the telecommunications com-
pany Telefonica, the British National Health
Service, the Romanian foreign ministry, and
450 computers at German railway operator
Deutsche Bahn, knocking out one regional
control center and many display boards.

What is needed, instead, is a strict ban on
government agencies buying information on
previously unknown vulnerabilities, and a man-
datory general duty to report security flaws -
which of course must also include weaknesses
discovered by the intelligence services. There
should be an international ban on the security
vulnerabilities trade. In its place, other incen-
tives can be created that make it attractive to
find and report security flaws.

Our armed forces should be purely a peace
army that relies on defense, not offense, even
if the country is under attack. At any rate,
an “active cyber defense” is inconceivable
without developing attack capabilities and
without increasing the general security risks.
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Moreover, considering the uncertain attribu-
tion of cyber attacks, it also amounts to a kind
of “self-defense just in case” against a state to
which the attack is attributed - which is com-
pletely impermissible under international law.

International humanitarian law also clearly
prescribes a principle of distinction: military
attacks may only be directed at military tar-
gets, not at civilians or civilian property. With
hack-backs, it is impossible to predict exactly
what kind of target you are actually attacking.
High civilian collateral damage therefore can-
not be ruled out. Itis also not clear who in Ger-

There should be an
international ban on the security
vulnerabilities trade

many is actually supposed to carry out these
hack-backs. But if the cyberwar capabilities of
the Bundeswehr are to be used, this raises the
additional issue of the requirement for par-
liamentary approval. After all, it would seem
unrealistic to expect an attack by government
hackers on a foreign target to be openly de-
bated in parliament beforehand. When inte-
rior minister Seehofer addressed the Bundes-
tag’s Committee on the Digital Agenda, in the
context of his desire to legalize hack-backs via
an amendment to the constitution, he men-
tioned that such decisions “may have to be
taken within a few minutes.” In this case, the
Bundestag could definitely not give the re-
quired approval of Bundeswehr deployments.

Transparency and
digital education for greater
digital security

It is right to invest in IT security and IT security
research, but the focus should be on defense.
That includes a clear expansion of the devel-
opment and use of open-source software and
hardware, because in an ever more complex,
digitally networked world, transparency and
traceability are increasingly important condi-
tions for greater security and trust. Open prod-
ucts allow a look inside. They are not black
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boxes, where back doors can be especially well
hidden. Open source is not more secure per
se, but its verifiability increases the likelihood
of vulnerabilities being found, and also fixed.
We should place a greater emphasis globally
on chips and software that have longer devel-
opment cycles, but for that reason are more
reliable and verifiable. “Security by design and
security by default” should be the guiding
principle for all IT products, although state reg-
ulation setting minimum standards for IT se-
curity is also needed. These standards should
include minimum update obligations for soft-
ware, as well as password protection worthy of
the name for networked devices, so that poor-
ly chosen passwords like “123456”, “qwerty”
or “password” are not accepted. The fact that
millions of these passwords are used is not just
down to users. Irresponsible product design is
also to blame.

But people themselves are actually one of
the greatest weaknesses. So there is a need
for more lifelong education and training pro-
grams — which should be easily accessible and
include all sections of society - to improve
basic IT security skills. Too often, we naively
plug an unknown USB stick into our own or
the company’s computer. Too many times we
clickon links in phishing emails, or use an easy-
to-guess password. All too infrequently do we
encrypt our emails, protect social network ac-
counts with two-factor authentication, or reg-
ularly install software updates. The BSI should
be expanded, for this purpose too, as a national
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consumer protection authority. Better preven-
tion across the country is an important step in
the right direction. Greater security for us all
requires engagement by all of us - politicians,
business people, scientists and civil society.

I very much hope that it does not take a cat-
astrophic event to make us understand that
we can only make our infrastructure and the
foundations of the digital society more secure
by acting together - and together also means
that we stop thinking about IT security in terms
of national borders.
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CYBER SECURITY AND

CYBER DEFENSE
GREATER PROTECTION
THROUGH INTERMINISTERIAL
COLLABORATION

Abstract

Given the increasing threat scenarios originating in cyberspace,
it is becoming increasingly important for states to incorporate
cyberspace into their national security architecture. In 2016, the
Federal Republic of Germany drew up a cyber security strategy
that is designed to take present and future threats into account.
The strategy mentions military aspects of cyber defense, stat-

ing that the defense capabilities of the German armed forces in
cyberspace are a “key part of cyber security architecture.” Thus,
according to the author, the establishment of the Bundeswehr
Cyber and Information Domain Service (Kommando Cyber- und
Informationsraum, KdoCIR) is an excellent strategic move for
German cyber security.

Since the Bundeswehr relies on critical civilian infrastructure to
maintain its operational readiness, the author argues that it is
appropriate to develop effective mechanisms to protect this infra-
structure even in peacetime. Konen’s essay briefly discusses the
legal and organizational bases before detailing the need for close
cooperation between different departments. The threat situation in
cyberspace simply has to be dealt with collectively. As the security
situation becomes more complex, technical evaluations of cyber
activities have to be viewed in context with the foreign policy and
military situation, in order to provide a comprehensive assess-
ment of the danger.

For the most extreme case — Konen emphasizes this — the techno-
logical capability should be available to isolate or completely shut
down attacker systems. He believes this is a necessary condition
for active cyber defense, and it would be important to specify
threshold criteria and establish decision-making processes. But the

necessary debate has only just begun.
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In 2016, Germany’s federal government ap-
proved a Cyber Security Strategy for Germany.
Action area 3 sets out criteria and guiding prin-
ciples for an “Effective and sustainable nation-
al cyber security architecture” (translated from
German). The key strategic goal and measure
is to strengthen the defense aspects of cyber
security. Thus the corresponding paragraph of
the cyber security strategy states that the prior-
ity aspects of cyber defense are a military part
of overall defense in cyberspace: “The defense
capabilities of the Bundeswehr in cyberspace
are [...] an essential part of the cyber security
architecture. The close relationship is demon-
strated both by the overlap in content regard-
ing the technical implementation of protection
measures, and by the use of and active partici-
pation in the structures, processes and report-
ing systems of cyber defense in ways and situa-
tions that are relevant to defense.™

In April 2017, the German Federal Ministry
of Defense (Bundesministerium der Verteidi-
gung, BMVg) set up the Cyber and Information
Domain Service (Kommando Cyber- und Infor-
mationsraum, KdoCIR). This was a significant
strategic move, and had been announced in
the cyber security strategy. It is therefore worth
taking a new look at the strategic goals and
measures that were described in 2016, relating
them to current developments in cyber policy,
and perhaps drawing new conclusions. This
particularly applies to the interaction between
civilian and military cyber security measures in
the areas of protecting critical infrastructures,
thethreat situation in cyberspace, international
cyber security policy and active cyber defense.

Protecting critical
infrastructures

Specialattentionhasbeengiveninrecentyearsto
protecting critical infrastructures. A legal frame-
work for protecting critical supply infrastructures
has been created with the German IT Security
Act (IT-Sicherheitsgesetz) of 2015, the resulting
“Ordinance for determining critical infrastruc-
tures in accordance with the German Federal
Office for Information Security Act” (Verordnung
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zur Bestimmung Kritischer Infrastrukturen nach
dem BSI-Gesetz, BSI-KritisV), and the EU’s Net-
work and Information Systems (NIS) Directive.
Legislators are using a twin-pronged approach
to promote cyber and information security. First-
ly, they are imposing an obligation on business-
es to produce, implement and audit compa-
ny-specific information security concepts. This
preventive approach will ideally be support-
ed by creating an industry-specific minimum
standard that businesses can use for guidance,
which has already been taken up by the insur-
ance industry, for example. The second part of
the approach isintended to assist detection and
response. By introducing a duty to report cyber
security incidents, legislators have established
the basis for producing a cyber security situa-
tional overview for critical infrastructures across
allindustries and sectors.

The draft German IT Security Act 2.0 repre-
sents a next step to protect prominent com-
panies in Germany. The existing supply-critical
approach is being extended e.g. to the waste
disposal industry and the culture and media
sector. In addition, the concept is being mod-
ified so that the regulations now also apply to
businesses that, as a result of advancing digiti-
zation, are dependent on information technol-
ogy to a greater degree than others. This would
be the case if a cyber attack could paralyze their
business activities, for example, or even cause
large-scale damage. A new term, “IT-critical en-
terprises,” has been coined for these business-
es. But just being IT-critical would not in itself
be a sufficient reason for regulation. Only if a
special significance affecting the community
as a whole becomes apparent does the state
have a duty of care to protect these enterpris-
es, ultimately for the benefit of citizens. Good
examples of the need for regulation of this kind
include the chemical industry, due to its po-
tential for large-scale harm, the defense and
security industry in its role as a supplier to the
Bundeswehrand other security agencies at fed-
eral and state level, the auto industry because
of its importance for the economy as a whole
with regard to IT in production planning and
control systems, and also businesses that have
substantial knowledge and expertise requiring
protection (intellectual property).
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So where, within the whole civilian topic of
cyber security for critical infrastructures, do we
find the link to the structures of military de-
fense? Let us consider the extended concept of
critical infrastructures that includes IT-critical
enterprises having an importance for society
as a whole. Now it immediately becomes clear
that the Bundeswehr and its supply industry
can absolutely be identified as critical infra-
structure in this sense - even in peacetime.
This is immediately evident from the digiti-
zation and interconnectedness of the armed
forces in general, the use of highly complex IT
in weapons systems, the automation of mo-
bile vehicles and aircraft, and a fully digitized

By introducing a duty to report cyber

security incidents, legislators have established the
basis for producing a cyber security

situational overview for critical infrastructures
across all industries and sectors

communication and command infrastructure.
Conversely, in peacetime and in a state of de-
fense, the Bundeswehr depends on the func-
tioning of civilian critical infrastructures in the
extended sense stated above. The availability
of national and international telecommunica-
tions and the national and international inter-
net are prime examples.

Because the German Federal Ministry of the
Interior (Bundesministerium des Innern, BMI) is
responsible for public security and the security
of supply to the population in peacetime, and
because the BMVg and Bundeswehr need re-
course to the critical infrastructures in a state of
defense, a new challenge arises in terms of the
sharing of tasks and responsibilities between
both departments, including in the event of
threats and attacks from cyberspace. A careful
analysis and assessment of the respective IT
dependencies on critical infrastructures and
their interdependencies is therefore essential
forinternal and external security, evenin a state
of peace. This particularly applies to crisis and
disaster preparedness, and ultimately also to
a state of defense. Pre-coordinated response
mechanisms should be derived from these
considerations and rehearsed in advance.
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Specifically, this concerns coordinated oreven
identical information security requirements for
IT products or for the cyber security of network
or communication infrastructures (those used
jointly or, for example, under NATO). Many of
these requirements are already being drawn
up and put into practice, e.g. in approval proce-
dures adopted by the German Federal Office for
Information Security (Bundesamt fir Sicherheit
in der Informationstechnik, BSI) in connection
with classified information, or in planned pro-
curements for IT consolidation at federal level.
Here the BSI's new IT baseline protection (IT-
Grundschutz) methodology with user-specific
profiles for cyber security requirements is the
tool of choice, also for the Bundeswehr.

A common approach to the standardization
of cyber security requirements

in European and international standard-
ization bodies is desirable

But given the steady advance of digitization,
new action areas are constantly arising - for
example the cyber security of products in the
Internet of Things, or communication via (virtu-
al) networks with different security levels. Thus
there is already a wealth of possible research
approaches for the Agency for Innovation in
Cyber Security (Agentur fiir Innovation in der
Cybersicherheit) that is being jointly set up by
BMVg and BMI. In addition, however, a com-
mon approach to the standardization of cyber
security requirements in European and interna-
tional standardization bodies is also desirable.

The threat situation in
cyberspace and how to deal
with it collectively

The National Cyber Defense Center (Nationales
Cyber-Abwehrzentrum, CyberAZ) was estab-
lished by BSI in 2011 as a cooperation and co-
ordination platform. From within BMVg’s area of
responsibility, CyberAZ is assisted particularly
by the Cyber and Information Domain Service
(Kommando  Cyber- und  Informationsraum,
KdoCIR). KdoCIR works together with the other
federal security agencies, the German Federal
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Office of Civil Protection and Disaster Assistance
(Bundesamt fiir Bevdlkerungsschutz und Ka-
tastrophenhilfe, BBK), but also the critical infra-
structure supervisory authorities. It exchanges
information, analyses and assessments relating
to the cyber situation. Based on this information
sharing, the work of CyberAZ has the following
main goals: coordinated operational handling of
cyber security incidents, producing the dynam-
ic national cyber security situational overview,
and providing the authorities involved with co-
ordinated and practiced crisis response mecha-
nisms for a cyber crisis. There are plans to po-
tentially expand CyberAZ to include the German
federal states and private sector.

New challenges arise for CyberAZ at the in-
terface between civilian and military defense.
CyberAZ’s cyber security situational overview
is based in large part on the findings of civilian
bodies such as the computer emergency re-
sponse teams (CERT) in various authorities and
other institutions. The sources used generally
reflect a situation in the national and interna-
tional networks that is characterized by a wide
variety of cyber security incidents of a civilian
nature, which are mainly attributable to cyber
crime, cyber espionage, or cyber sabotage. Mil-
itary cyber security scenarios do not fall within
the task spectrum of the authorities concerned.
Naturally they come under the responsibility of
KdoCIR, within its own structures. The military
cyber security situational overview is produced
there, too. In the past, a differentiation be-
tween civilian and military cyber security sce-
narios could be derived from the embedding
of cyber security incidents in security events in
the physical world. But this clear distinction is
no longer possible.

Cyber security incidents in the recent past
demonstrate that we can expect an increase
in cyberspace incidents with a hybrid charac-
ter. Cyber attacks can be and increasingly are
used below the threshold of military attacks
in scenarios of inter-state diplomatic or politi-
cal crises. They increase the complexity of the
cyber security situation. A consistent and com-
prehensive analysis and assessment of such
incidents, taking all aspects into account, can
therefore only be carried out in cooperation
between KdoCIR, BSI and the other agencies
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in CyberAZ. Of course one specific challenge
in assessing hybrid attacks is to combine the
technical assessment by CyberAZ with the as-
sessment of the foreign-policy and military
situation. Here it particularly falls to BMVg, the
German Foreign Office (Auswdrtiges Amt, AA),
German Federal Chancellery (Bundeskanzler-
amt, BKAmt) and BMI together with their sub-
ordinate authorities to facilitate and structure
cooperation and coordination with the respec-
tive situation centers.

Suitable preparations should also be made
for a possible state of defense, so that all in-
formation on the civilian cyber security situa-
tion can be passed on to the Bundeswehr and
KdoCIR in a crisis that is escalating into a state
of defense. The necessary structures, legal bas-
es and processes built on them are still only at
anincipient stage, however.

International cyber
security policy

Close collaboration between BMVg and BMI, and
between KdoCIR and BSI, also plays an impor-
tant role in terms of Germany’s active position-
ingin European and international cyber security
policy. This is especially true of the measure en-
titled “Developing NATO’s cyber defense policy”
(translated from German). Here is another pas-
sage from the 2016 cyber security strategy:

“As a cornerstone of Germany’s security and
of Euro-Atlantic security, the North Atlantic
Alliance relies on adequate protection against
attacks from cyberspace in order to fulfill its
core tasks, especially in the area of collec-
tive defense and in international stabilization
deployments. The goal is to continuously in-
crease the overall resilience of the Allies and
of the Alliance, and to increase deterrence and
defense capabilities not least in the context of
hybrid threats.”

What is largely unknown, however, is the fact
that BSI constitutes both the German NATO
Crypto Security Authority (NCSA) and NATO
Cyber Defense Authority (NCDA), and therefore
represents Germany in various NATO bodies to-
gether with KdoCIR or BMVg. In historical devel-
opment terms, this mainly reflects the fact that
in the context of protecting classified informa-
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tion, BSlis responsible for national approvals of
military communication equipment, and also
contributes its expertise as part of correspond-

For NATO, in defense situations,

it will be essential for the Member States
to have suitably robust and

reliable critical infrastructures in place

ing NATO approval bodies. Logically, then, the
role of the BSI was extended to the correspond-
ing issues in cyber security (here the same as
cyber defense), mainly in networks.

Now we need to consider the position with
regard to further future developments. For
NATO, in defense situations, it will be essential
for the Member States to have suitably robust
and reliable critical infrastructures in place, es-
pecially the network infrastructures that would
be needed in a state of defense. Therefore,
alongside the national and European cyber
security requirements formulated above, cor-
responding requirements should be specified
by NATO and implemented at national level.
To ensure the availability of resilient networks
both in civilian crisis or disaster scenarios and
in a state of defense, it is necessary to coor-
dinate the requirements resulting from the
German IT Security Act with those from NATO.
KdoCIR and BSI should cooperate more closely
in the future to coordinate these requirements,
which currently still exist loosely alongside
each other.

Civilian and military aspects of
an active cyber defense

At the present time, means of civilian de-
fense for use in civilian crises or disasters in
cyberspace - which take the form of cyber
sabotage against critical infrastructures, with
corresponding impacts - are being discussed
under the term “active cyber defense.” In the
case of national defense, collective defense
within NATO, or an overseas deployment,
active defense measures can be deployed in
cyberspace if a corresponding authorization
is given by the German Bundestag for a de-
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to that, he performed various roles within the German federal administration, with a

ployment of the Bundeswehr or the powers
of KdoCIR. For civilian active cyber defense
measures, however, relevant legislation is still
needed.

Furthermore, there is a need to develop the
corresponding capabilities, in the first place for
civilian defense measures in cyberspace based
on the relevant authorizations. Enhanced pro-
tection for national infrastructures against cy-
ber sabotage attacks from outside Germany
could be achieved in the first instance e.g. by
blocking (parts of) the internet, specifically
blocking the attackers, and by the respective
provider isolating the targeted systems. Inside
Germany, if a crisis or disaster situation was
detected in the national part of cyberspace, it
is conceivable that BSI could have powers to
issue orders and take action as a regulatory
authority. BSI could assist the federal and state
police forces with police emergency response
activities, and also cooperate with police forces
in other countries to ensure that attacker sys-
tems located there are neutralized.

In the most extreme case, for defense pur-
poses, it should also be possible to deactivate
attacker systems via active cyber defense meas-
ures, for example if imminent danger necessi-
tates a response in the shortest possible time.
Suitable decision-making processes in this re-
gard would then also need to be established.

Yet even setting up a civilian active cyber
defense, as outlined above, leaves complex
questions unanswered. Hybrid threat scenar-
ios, for example, where it is no longer possible
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Director-General CI — Cyber and Information Security

in the German Federal Ministry of the Interior, Building
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position of head of Directorate IT Il - “IT and cyber secu-
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positions at the German Federal Office for Information
Security (BSI); most recently he was Vice President. Prior
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to draw a sharp distinction between sabotage
and military attacks, are a common method of
destabilizing the victim in the “analog world”
of today. Similar scenarios are all the more
conceivable, and in many different forms, in
the virtual world. Attackers could combine
destabilizing activities in the analog world
with cyber sabotage and thus create a double
hybrid threat situation - civilian versus mili-
tary and analog versus digital.

Solutions or approaches to such complex
defense scenarios do not yet exist today. They
require more in-depth analysis and assess-
ment. This represents another field for exten-
sive cooperation between military and civilian
authorities in Germany, and with our partners
abroad, particularly in the EU and NATO. Aside
from resolving questions relating to interna-
tional law and emergency response legisla-
tion, developing appropriate technical, organ-
izational and political solutions, and creating
suitable crisis response mechanisms, there is
also a need for fundamental discussions about
ethical standards in the digital and cyber world.
This discussion has only just begun.

1 Bundesministerium des Innern [German Federal
Ministry of the Interior] (2016): Cyber-Sicherheitsstrategie
fiir Deutschland 2016 [Cyber Security Strategy for
Germany]. Berlin, p. 33 (translated from German).
https://www.bmi.bund.de/cybersicherheitsstrategie/
BMI_CyberSicherheitsStrategie.pdf (accessed 26. April
2019).

2 Ibid., p. 40 (translated from German).
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THE GERMAN CYBER

AND INFORMATION

DOMAIN SERVICE AS
A KEY PART OF NATIONAL

SECURITY POLICY

Author: Lieutenant General Ludwig Leinhos

Digitalization is the dominant cultural and
social feature of the present age - it is the
megatrend for the 21st century. Digitalization
and virtually limitless networking are enabling
enormous improvements and innovations.
Processes and communication are made fast-
er and more efficient. Life has become easier
and more convenient in many ways. When
is the next bus coming? Is it going to rain to-
night? Quickly turn the heating down at home,
from a smartphone. Technological progress is
facilitating all aspects of everyday life and so-
ciety.

Digitalization has become a priority issue in
the German armed forces as well. Even today’s
weapons systems such as the Eurofighter or a
warship are reliant on digital sensors, networks
and computerized decision support systems.
Logistics chains would be almost unmanage-
able without IT systems, and even the future
infantryman will increasingly be a digitized
sensor and effector.

The integration of cutting-edge IT into mili-
tary planning and decision-making processes
has a decisive impact on modern armed forc-
es operations. It also increasingly determines
command and control procedures as well as
leadership culture.

Challenges of digitalization

Yet for all the benefits and achievements, there
is another side to the coin: digitalization has
created new dependencies and vulnerabili-
ties. Many states and businesses regard risks
from cyber space as one of, if not the largest
threat in the years and decades ahead. Cyber
attacks on states, critical infrastructure and pri-
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vate homes have long been a reality. Attacks
happen every day, are automated or highly
sophisticated, and ever more ambitious. Many
of us vividly remember the impacts of the Wan-
naCry and NotPetya malware, or the attack on
the Berlin-Bonn Information Network (IVBB) at
the end of 2017. States, businesses and private
individuals are all targeted. For businesses,
even low-threshold cyber attacks can cause
damage costing billions. At the end of 2018, it
became clear just how much our private lives
could be affected, too. A school student with
no formal IT training collected large amounts
of personal data from various people who had
not sufficiently protected their online privacy,
and uploaded it on Twitter where it was pub-
licly accessible.

Along with attacks from cyber space, activ-
ities in the information environment are also
on the rise - such as fake news campaigns.
These are deliberately aimed at provoking
unrest. Inter- and intra-state conflicts are
increasingly influenced by propaganda and
disinformation. Information is becoming a
core resource of the future.

These trends will intensify in both quality
and quantity. Adequate protection is there-
fore of fundamental importance for state,
economy and society. The state must ensure
it can maintain its capacity to act while pro-
tecting and providing for the population. The
capabilities of the Bundeswehr in the cyber
and information domain can make a signifi-
cant contribution in this regard.

Set-up of the Bundeswehr in the
cyber and information domain

Ever since the 1990s, the Bundeswehr has de-
voted a lot of attention to IT security. For over
20 years, it has operated its own IT security
organization with around 600 personnel. It
places a particular emphasis on awareness
of IT-related issues among its members. In
response to the impacts of increasing dig-
italization, the new Cyber and Information
Domain Service was set up in April 2017. It
bundled existing units and has developed
their relevant knowledge and expertise, and
will continue to do so.
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The new Service has a highly diverse port-
folio of tasks. One focus of its activities is on
protecting and operating the German armed
forces’ IT systems in Germany and abroad.
Another is on strengthening and developing
intelligence, surveillance and reconnaissance
(ISR) and effects capabilities in the cyber and
information space. This includes cyber oper-
ations such as infiltrating enemy IT networks,
electronic warfare, and operational commu-
nication on deployments abroad. Geoinfor-
mation service staff support the whole range
of Bundeswehr operations in mission accom-
plishment by providing all kinds of high-res-
olution, quality-assured digital geospatial
information. In addition, the Cyber and Infor-
mation Domain Service by exchanging infor-
mation and cooperating with other national
and international institutions contributes to
national security provision and strengthens
Germany’s cyber security architecture.

The German Cyber and Information Do-
main Service Headquarters has already es-
tablished its own situation centre for the
cyber and information space domain. A valid
situation picture, providing the basis for op-
tions for action and synergies, is generated by
merging available situation reports from all
areas relevant to the cyber and information
domain. Analysts process different types of
structured and unstructured data from a va-
riety of sources. In the future, they will use ar-
tificial intelligence and big data methods. For
example, correlating data from Bundeswehr
IT systems with military intelligence as well
as publicly available information from social
networks could lead to conclusions being
drawn relating to an increasing hybrid threat
ora coordinated cyber attack. We make these
analyses available to users in the Bundeswehr
and other agencies. We have also recruited
new specialists for the Bundeswehr Cyber Se-
curity Centre. The Cyber Operations Centre
was established on April 1, 2018, and was fol-
lowed a year later by the Bundeswehr Centre
for Software Expertise on April 1, 2019. All of
these activities have brought us a good step
closer to achieving our self-imposed goal of
shaping all aspects of the cyber and informa-
tion domain in an integrated way.
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Special features of the cyber
and information domain

Since the 2016 Warsaw Summit, NATO has
regarded cyber space as an independent the-
atre of operations - along with land, air, sea
and space. In cyber space, armed forces can
use special software to reconnoitre enemy
systems, and take action against them. Spe-
cifically, for example, logistics chains can be
interrupted, vital data for operations can be
modified, and command and information sys-
tems can be disabled. In the German armed
forces, we deliberately define this new mili-
tary domain even more broadly than NATO to
include the information space. Beyond tech-
nology, this is where information is perceived,
interpreted and spread by humans. So-called
“publicised opinion” is one of the important
aspects that we focus on.

Our activities have brought us a good

step closer to achieving our self-imposed goal
of shaping all aspects of the cyber and
information domain in an integrated way

The cyber and information space has sev-
eral special features compared to the other
conventional theatres of operations. It is char-
acterized by a high degree of complexity. Terri-
toriality is complemented by virtuality. It can-
not be divided into zones of action with clear
geographical boundaries. The same applies
to troop manoeuvres. It is certainly possible,
however, to achieve physical effects in the cy-
ber and information space, by all means. But
the locus of impact of cyber and information
space operations may be thousands of miles
away from the source of activity. Time, too,
has a different meaning. After all, in cyber-
space, effects can be achieved over any dis-
tance with no time delay, and in real time.

The attribution of attacks is problematic.
Technological possibilities allow activities to be
disguised especially well. There are also many
potential types of perpetrators and motives.
Owing to the opportunities of digitalization,
non-state actors by means of cyber attacks
can achieve effects now that were previously
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the preserve of state actors. Digitalization has
made hazard assessment much more compli-
cated. It is always necessary to know: Who is
attacking us and with what aim? In this context,
the issue of attribution, with its technical, legal
and political aspects, gains a special impor-
tance. In collective or even national defence
scenarios, binding international rules - similar
to those that apply to armed conflicts between
states - must also be applied to the cyber and
information space.

Consequences of digitalization

Change in the form of military
conflict

Increasing digitalization has important impli-
cations in terms of conceivable military sce-
narios. A future conflict scenario will be essen-
tially characterised by hybridity, the waging
of conflict in the digital realm, artificial intelli-
gence, and autonomy. The intensity of actions
may intentionally remain below the accepted
threshold required to classify them as armed

Increasing digitalization reduces the
probability of classic military confrontations
between industrial nations, and

makes hybrid forms of conflict more likely

attacks. This reduces the probability of classic
military confrontations between industrial na-
tions, and makes hybrid forms of conflict more
likely. Conventional military forces of sufficient
quality and quantity still have to be kept ready,
however, to ensure a credible deterrent.

Cyber and information space operations
- either carried out autonomously or sup-
portively — gain further importance. They are
conceivable as first-hour operations, possibly
even before “conventional forces” have been
alerted. After all, inter- and intra-state conflicts
are already being increasingly influenced by
propaganda and disinformation. In the future,
armed forces will need to be more sophisti-
cated and more specialized. New thinking is
needed for operations in the cyber and infor-
mation space that form an independent area
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of operations, yet also provide support as part
of classic military land, air or sea operations.
We must develop capabilities for cyber and
information space operations over the full
spectrum, so that we can offer policymakers
options for non-kinetic action.

Consequences for organization and
processes

Increasing digitalization has an impact on all
kinds of areas within the armed forces. At the
same time, of course, the Bundeswehr tries
to exploit the benefits of digitalization to the
greatest possible extent. Apart from com-
mand and weapons systems, potential appli-
cations exist, for example, in personnel man-
agement, logistics, energy management and
in producing situation pictures and forecasts.

Organization has to adapt to the require-
ments of digitalization. This is not about pro-
viding IT support for existing processes, but
rather of adapting and optimizing processes
based on the possibilities of digitalization.
We need new strategies as an integrated na-
tional approach to the hybrid conflict sce-
nario | described earlier. Do we need an ad-
justment of rules and powers at the national
level to enable an adequate response to the
“digital state of defence”?

Furthermore, the ethics of digital conflict
must be discussed by society as a whole,
and within the Bundeswehr. In my view,
there is an absolute need to create binding
international rules. The law of war needs to
be adapted to modern forms of conflict. We
need to find an international consensus on
the application of key ethical terms, among
others, such as “suffering” and “attack’, to the
cyber domain. For guidance, we should look
to the ethical standards that have proven
effective as a basis for existing internation-
al law. A good foundation has existed since
2017 in the form of the Tallinn Manual 2.0.

We must also consider ethical aspects, es-
pecially in relation to weapons systems. A
responsible approach to new technologies is
mandatory. Not everything that is technically
possible should necessarily be implemented
and legitimized. This also applies to the field
of artificial intelligence.
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Consequences for leadership,
command and control procedures,
training and “culture”

Command levels and command and control
procedures have to be reviewed and adapt-
ed. In the future, a comprehensive situation
picture and automated recommendations
for action will increasingly coincide at higher
levels. The issuing of orders and their imple-
mentation in hierarchies must be reconsid-
ered against this backdrop. In general, we are
confronted with the following questions: Are
tools and processes from the past still right
for today? Could modern tools such as Design
Thinking offer alternative approaches?

Digitalization will also alter the profile of
the military profession. We need a digital or-
ganizational culture in the armed forces. The
cultivation of cyber awareness among all
members of the Bundeswehr is of elemen-
tary importance, as is the development of a
cyber security culture. The digital age calls
for different skills than those required during
the Cold War era. This has to be taken into
account in leadership as well. We must allow
and reflect on innovative thinking, and not
suppress it under pressure to conform. Rapid
cross-hierarchy communication must become
an accepted and established practice. And of
course, with regard to the recruitment process
and career paths, the armed forces must be
more flexible so that they can attract and re-
tain urgently needed talent.

The Cyber and Information Domain Head-
quarters has already adjusted to the new
circumstances. We see ourselves as a major
driver of digitalization-related development
in the Bundeswehr. Within our organisation,
we explore new and innovative paths, imple-
ment faster processes - for example using
special collaborative software - and encour-
age independent initiative. We do this by em-
barking on new procedures and principles in
cooperation, which makes us a pioneer for the
Bundeswehr as a whole.
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Essential for protection against
the challenges of digitalization

Close national and international
cooperation
The internet has no natural boundaries. Effects
and attacks can hit everyone: states, business-
es and private individuals. Close national and
international cooperation is therefore essential
for effective protection against dangers from
cyber space.

National cooperation is based on the Ger-
man Federal Government’s Cyber Security
Strategy, which was adopted in 2016. It places

The digital age calls for different
skills than those required during

the Cold War era. This has to be taken
into account in leadership as well

responsibility for cyber security on the Ger-
man Federal Ministry of the Interior. The 2016
White Paper states that defence aspects of the
national cyber security architecture are orig-
inally tasks of the German Federal Ministry of
Defence, and are constitutionally assigned to
the Bundeswehr. It is the task of security and
defence policy to ensure the territorial integrity
and sovereignty of Germany and its allies.
Hybrid strategies use interfaces between
responsibilities - e.g. between domestic and
foreign security - to achieve their goals. Close
cooperation and dialogue in the national set-
ting are therefore extremely important. Back
in 2011, the National Cyber Defence Centre
was created under the guidance of the Ger-
man Federal Office for Information Security.
It serves as a forum for cooperation between
government bodies in the cyber and informa-
tion domain. The centre is currently being de-
veloped into an interministerial, operational
institution involving all key stakeholders - a
crucially important step to ensure Germany’s
future capacity to act in this field. It is impera-
tive that internet service providers are involved
too. The Cyber and Information Domain Ser-
vice is making an active contribution to this
process as a representative of the Bundeswehr.
As the National Cyber Defence Centre devel-
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ops, we could provide information from our
new joint situation centre, for example.

The Cyber and Information Domain Service
is already closely networked with all key au-
thorities and government agencies. We have
also entered into our first partnerships with ac-
ademic and business institutions - for instance,
there is a partnership with Deutsche Telekom,
and an IT security alliance with the Fraunhofer
Institute for Communication, Information Pro-
cessing and Ergonomics. In both cases, the
goals of cooperation are a general exchange
of information and knowledge transfer, an ex-
change of personnel via reciprocal job shad-

The Cyber and Information Domain Service
is already closely networked with all
key authorities and government agencies

The Author

owing, and the opening up and facilitation of
mutual training and further education oppor-
tunities for IT professionals. In addition, the
Cyber and Information Domain Service Head-
quarters is a member of the advisory board of
the Cyber Security Cluster Bonn e.V., which was
set up at the end of last year.

Close dialogue is essential at the internation-
al level too, since the cyber and information
space is not a respecter of national bounda-

Ludwig Leinhos (born 1956) joined the Bundeswehr

in 1975. After gaining a degree in electrical engineer-
ing, the Lieutenant General (Generalleutnant) in the
German Air Force had assignments in intelligence gath-
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in Germany and abroad, in the areas of command
systems and IT planning & application. His positions
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in Brussels. General Leinhos became the first Chief of

the Cyber and Information Domain Service (Inspekteur Cyber- und Informations-
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ries. In the military sector, there is already very
close bilateral cooperation, as well as at EU
and NATO levels. Transfers of knowledge and
expertise have now been established with cor-
responding NATO agencies, along with partici-
pation in joint forums. Joint exercises at strate-
gic and operational levels take place at regular
intervals.

Conclusion

Having discussed the various aspects, it be-
comes clear that digitalization has already had
a significant impact on the Bundeswehr, and
will continue to do so into the future. The as-
sociated challenges require new solutions and
approaches in many areas. We must face up to
these additional opportunities and resulting
military scenarios, and prepare ourselves ac-
cordingly. Successful cyber defence is a strate-
gicissue for government, business and society.
One important requirement in this regard is to
install binding international agreements that
address the specific features and fast pace of
the cyber and information space. Among the
key aspects here are, not least, international
law and ethics.

Only together can we guarantee resistance
to threats from the cyber and information
space - an essential requirement for the fu-
ture of modern societies. The Cyber and In-
formation Domain Service of the Bundeswehr
will make a substantial contribution to this
important national task, and assist with all re-
sources available to it.
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Interview with
Major General José Luis TriguerodelaTorre

In the 2018 Brussels Summit Declaration
NATO reaffirms its determination “to employ
the full range of capabilities, including cyber,
to deter the full spectrum of cyber threats.”
Just for understanding: How does deterrence
look like in cyberspace?

In a broader sense, NATO defines deterrence as
“convincing a potential aggressor that the con-
sequences of coercion or armed conflict would
outweigh the potential gains. This requires the
maintenance of a credible military capability
and strategy with the clear political will to act.”

Cyber threats to the security of the Alliance
are becoming more frequent, complex and dis-
ruptive. A cyber attack on one Ally can affect all
of us.

Allies have made clear that many state and
non-state actors are advancing their cyber ca-
pabilities, which are low cost and growing in
potency.

As the world becomes increasingly intercon-
nected, we expect potential adversaries will
rely more on cyber when seeking to gain politi-
cal, military or economic advantages.

NATO Allies bear the primary responsibility
for their national cyber defences. At the 2016
Warsaw Summit, Allied leaders pledged to
strengthen their cyber defences as a matter
of priority. NATO is supporting its Allies in this
effort.

NATO protects its own IT networks 24 hours a
day from cyber-attacks. We have a NATO Com-
puter Incident Response Capability, including
rapid reaction cyber defence teams on 24/7
standby that can help Allies under attack.

Such teams could be deployed, if requested
by an Ally, to support national efforts in a vari-
ety of areas.
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“THERE IS NO MILITARY
OPERATION, NO MILITARY
CONFLICT WITHOUT A
CYBER DIMENSION TODAY”

In a conventional manner, deterrence
works through the communication of capa-
bility and willingness. Is this concept still
applicable to the cyber realm? How can
cyber-capabilities be communicated with-
out being visibly executed against the one
to be deterred?

NATO has been transparent about the actions
it has taken with regard to cyber defence and

The Alliance has made clear it has

the capabilities and willingness to deter any
potential aggressor and potential

attacks, including those from the cyber realm

has clearly communicated its intent to protect
its population and territory against any threat,
this includes cyber threats.

Through our public announcements the Alli-
ance has made clear it has the capabilities and
willingness to deter any potential aggressor
and potential attacks, including those from the
cyber realm.

Through cyber defence, Allies have been
able to disrupt the cyber networks of Daesh to
reduce their ability to recruit, to fund, to com-
municate.

In July 2016, Allies reaffirmed NATO’s defen-
sive mandate and recognised cyberspace as a
domain of operations.

An updated action plan on cyber defence
was endorsed by Allies in February 2017.

The policy establishes that cyber defence is
part of the Alliance’s core task of collective de-
fence, confirms that international law applies
in cyberspace and intensifies NATO’s coopera-
tion with industry. The top priority is the pro-
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tection of the communications systems owned
and operated by the Alliance.

Following the 2018 Brussels Summit, Allies
also agreed to set up a new Cyberspace Oper-
ations Centre as part of NATO’s strengthened
Command Structure and that NATO can draw
on national cyber capabilities for its missions
and operations.

Whatever the response to a cyber-
attack, NATO will continue to follow
the principle of restraint. And act

in accordancce with international law

NATO’s Computer Incident Response Capa-
bility (NCIRC) based at SHAPE, Mons, Belgium,
also protects NATO’s own networks by provid-
ing centralised and round-the-clock cyber de-
fence support to the various NATO sites.

Official announcements underline the neces-
sity of NATO’s partnership with industry and
academia concerning cyber-security issues.
As cyber operations need security gaps
in hard- and software and the best cyber
defence is to close relevant security gaps,
what exactly is the industry’s role in coopera-
tion with NATO and its member states?

Our enhanced cyber policy defines ways to
take forward awareness, education, training
and exercise activities, and encourages further
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progress in various cooperation initiatives, in-
cluding those with partner countries and inter-
national organisations.

We are further developing our partnership
with industry and academia from all Allies
to keep pace with technological advances
through innovation.

The expertise of the private sector is crucial
which is why NATO is strengthening its relation-
ship with industry through the NATO Industry
Cyber Partnership by information sharing,
training and exercises.

This partnership relies on existing structures
and includes NATO entities, national Computer
Emergency Response Teams (CERTs) and NATO
member countries’” industry representatives.

To remain current and abreast of best cyber
defence practice, NATO also conducts regular
exercises; some of them open to industry part-
ners. Cyber Coalition is NATO’s flagship annual
cyber defence exercise and one of the largest
in the world. The exercise tests and trains cy-
ber defenders from across the Alliance in their
ability to defend NATO and national networks.

From defending against malware, through
hybrid challenges involving social media, to
attacks on mobile devices, the exercise has a
challenging, realistic scenario that helps pre-
pare our cyber defenders for real-life cyber
challenges. Industry and academia also partic-
ipate in Cyber Coalition.

Another example of exercises linked to NATO
and open to Industry is one that has already
taken place this year, Exercise Locked Shields
2019. It is an annual exercise organised by the
NATO Cooperative Cyber Defence Centre of Ex-
cellence and was held from 8-12 April this year.

This exercise enables cyber security experts
to enhance their skills in defending national
IT systems and critical infrastructure under
real-time attacks. The focus is on realistic sce-
narios, cutting-edge technologies and simu-
lating the entire complexity of a massive cyber
incident, including strategic decision-making,
legal and communication aspects.
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This year’s exercise was organised in co-
operation with the Estonian Defence Forc-
es, the Finnish Defence Forces, the United
States European Command, National Se-
curity Research Institute of the Republic of
Korea, Tallinn University of Technology, and
substantial participation from industry rep-
resentatives.

NATO sees - as you have just mentioned -
cyber defence as its core task of collective
defence and affirms that the invocation of
Article 5 can happen in a case-by-case deci-
sion. Some people say that there is an on-go-
ing cyber war between member states and
hostile powers, including state and non-state
actors. So how far are we away from an Article
5 scenario?

NATQ's main focus in cyber defence is to pro-
tect its own networks (including operations
and missions) and enhance resilience across
the Alliance.

We are of course aware that cyber is a chal-
lenge, in many ways. There is no military op-
eration, no military conflict without a cyber
dimension today.

We are also aware that cyber has been used
to try to meddle in political democratic pro-
cesses across the Alliance - that’s one of the
reasons why we have significantly increased
our cyber defences, the resilience of our cyber
networks, increased awareness among Allies,
why we are exercising, and why Allies have de-
cided that cyber-attacks can trigger Article 5.

As for how far away are we from an Article
5 scenario, it would not be appropriate for
me to speculate on what type of cyber-attack
would trigger Article 5.

Any decision to invoke Article 5 and the Al-
liance’s potential response would be context
dependent and based on a political decision.

The Alliance’s response could include dip-
lomatic and economic sanctions, cyber-re-
sponses, or even conventional forces, de-
pending on the nature and consequences of
the attack.

Whatever the response, NATO will continue
to follow the principle of restraint. And act in
accordance with international law.
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Turning to another dimension of security:
Dialogue is, together with deterrence, often
perceived as one of the two sides of the same
medal. What opportunities to foster new dia-
logue does the cyberspace offer?

Dialogue is important no matter the domain.
Transparency is a priority for our Alliance and
our citizens deserve to know what we are
doing.

Cyberspace offers many opportunities for
dialogue. Through the online world, Allies
can communicate with each other instanta-
neously, reach out to the general public, and
media organisations.

NATO also supports efforts, such as at the
UN and OSCE, to maintain peace and security
in cyberspace and to promote stability and re-
duce the risk of conflict.

Dear Major General, thank you very much for
the interview!
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“INITIAL SUCCESSES
IN CYBER DIPLOMACY ARE

ALREADY VISIBLE”

Interview with Captain (GE Navy) Matthias Friese

The participating States of the OSCE have
adopted a number of confidence building
measures concerning the realm of cyber
security some years ago - in 2013 and most
recently in 2016. But lately, there has been a
lot of talk about cyber attacks originating in
participating States of the OSCE. Not a few
even talk about a cyber war. Is cyber diplo-
macy failing?

No! | quite understand the critical approach
to the term “cyber diplomacy,” because the
incidents that you hear about are very prob-
lematic. Nevertheless, in my point of view they
show very clearly that we need more cyber di-
plomacy and not that it has failed. Especial-
ly when regarding the fact that cyber attacks
take place on a technical level, it is vitally
important to have contacts and communica-

Itisvitally important to
have contacts and communication
channels at the political level

tion channels at the political level. These are
simply offered by the OSCE. Let me point out
only three of the 2013 and 2016 Confidence
Building Measures (CBMs) to illustrate this
more in detail. According to CBM 3, all partici-
pating States declare to hold consultations. It
may sound profane, but apart from technical
assessments, it is crucial to have political talks
together in order not to aggravate tensions or
conflicts. Therefore, the dialogue shown here
is very important. Based on this, it becomes
more concrete in CBM 8. Relying on this, a
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Cyber Point-of-Contact network has been es-
tablished, and today 54 states have nominat-
ed their national cyber officials. This network
provides fast state-to-state communication to
respond swiftly and politically to any cyber or
information and communication technology
incidents affecting one or more OSCE partic-
ipating States. By the way, the Federal Foreign
Office is providing financial support for the
further expansion of this contact point net-
work in accordance with CBM 8.

An important complement to the imple-
mentation of these policy consultations is
behind CBM 13 (Use of Secure and Authorized
Communication Channels). It intends to op-
erate the existing OSCE Communication Net-
work, which has long been successfully used
for information exchange in conventional
arms control, in the concern of cyber securi-
ty. This network is physically made up of extra
secured terminals for the exchange of sensi-
tive data and information between the OSCE
participating States. The Forum for Security
Co-operation has agreed to co-use. Now the
practical arrangement is worked out.

All in all, it can be seen that the OSCE is
working on improving, deepening and imple-
menting international cyber diplomacy, and
that initial successes are already visible here.

However, the agreed-on CBMs for transpar-
ency, cooperation and stability are all vol-
untary and therefore legally non-binding. Is
this sufficient to ensure that there will be no
conflict in cyberspace that can develop into a
conventional war?

| think on this point it is worth answering at
some length: The OSCE is a regional security
organization according to Chapter VIl of the
UN Charter. Its purpose is complementary to
the UN's aim to settle disputes and conflicts
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peacefully. For some time, the OSCE has iden-
tified so-called transnational threats, such as
transnational terrorism or organized crime,
and promotes dialogue and cooperation at a
regional level to counter these threats. Cyber
security has been added in 2012 as a newer
form of transnational threats. Essentially, it is
about preventing tensions or crises between
states from escalating into conflict at the re-
gional level through confidence building. This
danger is very concrete in the context of cy-
ber attacks. If a state in political tensions with
another is attacked in cyberspace, the lacking
or imprecise attribution of the authorship of
the attack often creates an acute danger of
escalation, as the attack may be prematurely
blamed on that other state. This should be
prevented by building confidence, transpar-
ency and communication between OSCE par-
ticipating States.

As far as the question of voluntariness is
concerned, one might have to say that it is
the essence to a confidence-building meas-
ure that it is freely agreed by both parties. In
that sense, it bears some importance that the
OSCE Ministerial Council, that is concretely all
57 foreign ministers of the participating States,
unanimously approved the decision of the
Permanent Council 1202 on cyber CBMs and
encouraged all participating States to further
the practical implementation of the CBMs.
This is what happened at the OSCE Ministerial
Council 2016 - incidentally in Hamburg under
German Presidency.

The voluntary nature is therefore not a
shortcoming, but extremely important to
build and to deepen trust.

Many experts doubt that effective arms con-
trol in cyberspace is even possible. It seems
just too difficult to count computer worms
and software vulnerabilities like tanks and
rockets. How is this problem discussed in the
OSCE?

Admittedly, that is quite correct and describes
the problem of the cybersphere pretty well.
It is all the more important to seek ways to
prevent conflict in the cyberspace, and to
this purpose the experience of conventional
arms control can only be useful. Arms control
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should not only be seen as a legal framework
“carved in stone” and should not only be
judged by its effectiveness. Rather, it should
be understood as a perpetual process in
which different parties approach each other,
exchange ideas, and at best ultimately coop-
erate. If we look at the development of classi-
cal arms controlin the OSCE area, it has come
about slowly. Some time ago, in the frame of
the CSCE, the first step was laid in which the
individual states provided transparency. Thus,
the mutual exchange of data, intentions and

Arms control should be understood

as a perpetual process in which different parties
approach each other, exchange

ideas, and at best ultimately cooperate

plans has gradually created a basis of trust;
sometimes also backed by a verification re-
gime. Building on this, it was possible to ne-
gotiate and agree on concrete measures and
mechanisms for arms control and even disar-
mament. Something similar is being attempt-
ed in cyber in the OSCE, which is a relatively
new field in security policy. OSCE participat-
ing States regularly provide information on
national cyber developments, e.g. new cyber
strategies, legislation and activities. Even at
the risk of repeating myself: on the political
level it is of paramount importance to talk to
each other in order to build trust and, based
on that, to agree on concrete measures in the
first place.

ETHICSANDARMEDFORCES.COM 51



CYBERSPACE AS A DOMAIN OF MILITARY ACTION

Currently, the option of state-run hackbacks
is openly discussed in Germany. Can you
assess whether this option is based on the
“exchange of good practice” under CBM 15?
Have participating States even described
their experience in active cyber-defense
within the OSCE?

Certainly not. Concrete (technical) security re-
mains the responsibility and task of the indi-
vidual states, which have suitable instruments
and facilities - mostly in the area of interior

TwoUN high-level committees will
soon start working in New York.

The Federal Republic of Germany will
participate very actively in both

Profile

ministries and security authorities -, which
are surely internationally networked at their
level. In any case, there is no joint planning or
coordination or exchange on active (practical)
cyber-defense in the OSCE. The CBM 15 aims
to better protect the vulnerabilities of states,
in particular the protection of critical infra-
structures. To do this, among others the ex-
change of information, experience and good
practice, as well as a shared understanding of
the gravity of cyber incidents should help.

Captain (GE Navy) Matthias Friese

Politico-military Adviser, Permanent Mission of
Germany to the OSCE, i.a. responsible for cyber.
Multiple assignments in the field of naval aviation,
including commanding officer. Admiral Staff Officer
Course. Desk Officer in the military policy department
and the office of the Parliamentary State Secretary in
the Ministry of Defense as well as in the planning
staff of the Minister of Defense. Director of Studies

at the Federal Academy for Security Policy. Deputy

Commander Territorial Command Bavaria/Garrison Commander Munich. Publi-

cations on security policy, Afghanistan and navy (naval history).

52 ETHICSANDARMEDFORCES.COM

When is a legally binding cyber-weapons lim-
itation or better prohibition contract to be
expected?

Well, you are asking a bit beyond the scope of
the OSCE. The lead in such a process would be
with the UN. For cyber, the UN Secretary-Gen-
eral since 2004 has convened so-called Gov-
ernmental Group of Experts (GGE) inter alia
for the development of cyber norms. The
last GGE even ran under German presidency.
Two UN high-level committees will soon start
working in New York: a GGE, consisting of 25
high-ranking cyber experts, and an open-end-
ed working group (OEWG) to which all UN
member states can contribute. The Federal
Republic of Germany will participate very ac-
tively in both committees. The intention to
create international standards for this new
challenge can be recognized, but it is also
known that this is “a thick board to drill” that
will take a lot of time. What is new is that the
GGE plans to get to know the experiences and
work of regional security organizations at an
early stage in the process. So maybe this is an
OSCE contribution to the emergence of inter-
national norms. By the way, the GGE will first
speak with the OSCE, the appointments have
already been agreed. The OSCE’s work on con-
fidence-building in cyberspace is internation-
ally seen as a role-model anyway: The ASEAN
Regional Forum started developing Cyber
CBMS for Southeast Asia based on the OSCE’s
Permanent Council Decision 1202 in 2018.

So you see, and that is my credo, interna-
tional security cooperation needs time and,
above all, mutual trust, as well as organiza-
tions like the OSCE. This is an important ba-
sis for a peaceful international order, whether
“analogue” or digital.

Dear Captain, thank you very much for this
interview!
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ADIC - Agentur fiir Innovation in der Cybersicher-
heit / Agency for Innovation in Cybersecurity

Urspriinglich als ,Agentur fir Disruptive Inno-
vationen in der Cybersicherheit und Schlis-
seltechnologien® gegriindet.

Originally founded as “Agency for Disruptive Inno-
vations in Cybersecurity and Key Technologies”

ARPANET - Advanced Research Projects Agency
Network

Durch die US Air Force ab 1968 betriebenes dezen-
trales Computernetzwerk. Vorlaufer des Internets.
Decentralized computer network operated by the
US Air Force since 1968. Forerunner of the internet.

ASEAN - Verband siidostasiatischer Nationen /
Association of Southeast Asian Nations

BBK - Bundesamt fiir Bevolkerungsschutz
und Katastrophenbhilfe / Federal Office of Civil

Protection and Disaster Assistance

BSI - Bundesamt fiir Sicherheit in der Infor-
mationstechnik / Federal Office for Informa-
tion Security

CERT - Computer Emergency Response Team

rAZ - r Abwehrzentrum ber De-
fense Center

DARPA -Organisation fiir Forschungsprojekte der
Verteidigung; Behorde des US Verteidigungsmi-
nisteriums / Defense Advanced Research Project
Agency; Agency of the US Department of Defense

DoS/DDoS - Denial of Service/Distributed
Denial of Service (deutsch: Verweigerung des
Dienstes/ verteilte Verweigerung des Dienstes)
Nichtverfligbarkeit eines Internetdienstes, meist
durch Uberlastung der Datenleitung
Unavailability of an Internet service, usually due
to overloading of the data line

GGE - UN-Gruppe von Regierungssachver-
standigen / Group of Governmental Experts

Hackback

Wortlich ,Zurlickhacken®, virtueller Gegenangriff
Literally, virtual counterattack
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IKT/ICT - Informations- und Kommunikations-
technologie / Information and Communica-
tions Technology

loT - Internet der Dinge / Internet of Things

KdoCIR - Kommando Cyber- und Informa-
tionsraum / Cyber and Information Domain

Service

KRITIS-Verordnung

Verordnung zur Bestimmung kritischer Infra-
strukturen nach dem BSI-Gesetz

Ordinance on the Determination of Critical Infra-
structures under the BSI Act

NCDA - Nationale Cyber Verteidigungsbehor-
de. In Deutschland ist dies das BSI. / National
Cyberdefence Authority. In Germany the BSI.

NCIRC - NATO-Reaktionsfahigkeit bei Com-
puterereignissen / NATO Computer Incident
R n ili

Teil der NATO Communications and Information
Agency zum Schutz von NATO-Netzwerkstrukturen.
Part of the NATO Communications and Informa-
tion Agency for the protection of NATO’s network
structures.

PKGrG - Gesetz liber die parlamentarische
Kontrolle nachrichtendienstlicher Tatigkeit des
Bundes (Kontrollgremiumsgesetz) / Law on the
parliamentary control of Federal intelligence
service (Control Body Act)

script kiddies

Stereotyp Uber laienhafte, meist jugendliche Com-
puternutzer, die ohne tiefergehende Computer-
und Programmierkenntnisse, meist mittels gekauft-
er Scripts, in fremde Computersysteme eindringen.

Stereotype about amateur, mostly juvenile com-
puter users, who penetrate without deep computer
and programming knowledge, mostly by means of
bought scripts, into foreign computer systems.
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https://cir.bundeswehr.de/portal/a/cir/start/kdocir/!ut/p/z1/hY7NDoIwEITfiF0Qqh4LB2MTg5EDdC9mhQbRSolp0Me3xjNxbvOTLwMEDdDI89CzH9zINnhN4iy26X6XVHjAIslQ5qLcJGkcYyGg_jegUOOCJELVGdCBsV5kVGEEBHTjmd_R5J7eGh9x-30I-spjZ83RtfIXKKDeuku4Xueg1UnZUsL0aF64yu4fLdXLig!!/dz/d5/L2dBISEvZ0FBIS9nQSEh/#Z7_694IG2S0M0C250AB6O824110S0
https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2019_02/20190208_1902-factsheet-cyber-defence-en.pdf
https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2019_02/20190208_1902-factsheet-cyber-defence-en.pdf
https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2019_02/20190208_1902-factsheet-cyber-defence-en.pdf
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Stuxnet Worm

Hoch entwickelter Computerwurm, der im
Jahre 2010 die Urananreicherungsanlagen im
iranischen Natanz zerstorte.

Sophisticated computer worm that destroyed
uranium enrichment facilities in Natanz, Iran, in
2010.

TCP/IP - Transmission Control Protocol/Inter-
net Protocol

Internetprotokoll, Basis fir die Netzwerkkom-
munikation im Internet

Basis for network communication on the Internet

VBM/CBM - Vertrauensbildende MaRnahmen /
Confidence Building Measures

Zero-Day Exploit

Schwachstelle in einer Computersoftware, fiir
die noch keine Beseitigungsmaglichkeit (Patch/
Softwareupdate) besteht

Vulnerability in a computer software for which a
removal patch does not yet exist

ZITiS - Zentrale Stelle fiir Informationstech-

nik im Sicherheitsbereich / Central office for
information technology in the security sector
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